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Automotive Data-Tainting for Privacy Assurance System

AUTOPSY
Automotive Privacy
France
> Paris o Frankfurt
qutér'rix
‘ FAAR Minchen
Z Fraunhofer
‘EEE%¢DHD AISEC

3

2

GDPR

1st July 2021 — 30th June 2024

Research Project partly funded by BMBF

To create better understanding of Data
flows in Automotive environments

To create Privacy-Aware System Model for
an Automotive Use-Case in specific
technical design

https://autopsy-project.eu/
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Our Structure

Group @ntinentali

Group Sector Automotive Tires ContiTech

Business Area Architecture and Networking Original Equipment Industrial Solutions Americas
Autonomous Mobility Replacement APAC Industrial Solutions EMEA
Safety and Motion Replacement EMEA Industrial Solutions APAC
Smart Mobility Replacement the Americas Surface Solutions
Software and Central Technologies Specialty Tires Original Equipment Solutions

User Experience

As of 01.05.2023
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Regulation for Cyber Security

14

Security Engineering

26

Further Interest in the Automotive Sector
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Sources: Continental, Volkswagen; Background: AdobeStock

We develop and produce innovative technologies worldwide

Using the example of the new model from Volkswagen ID.4:

Drive Control Unit
for the electronic architecture
of the modular electric

drive matrix (MEB)

Brake Hoses
(front axle)

Chassis Control Unit

Drum Brake
with electric parking brake
function (EPB-Si)

Chassis Acceleration Sensors

Intelligent Battery Sensor

Wheel Speed Sensor

Long Range Radar

Power Liftgate Module Body High Performance Body Center Display
Computer Control Unit
In-Car Application
Server (ICAS1)

Public
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Memory Seat Module/ Door
Seat Positioning Unit Control Unit

PVC Artificial Leather
(Acella)*

Battery Thermal
Management**
Plastic lines to

thermoregulate the battery

— Air Conditioning and

~ Heatpump™
R744 refrigerant fluid lines
for cooling and heating

- Yorn Light - il
oam laminate

_——



Scalable defense-in-depth

5

Tachograph BCM Gateways Switch
Domain Controllers
Q Telematics Instrument “ HPC
d
Cluster
Connected Components General ECUs Network
( v ) Secure | System ECU Control Secure Identity Cryptography & Hardwgre CAN Network Secure Ethernet
Boot Limiter | Firewall FIOV\.’ diagnostics &access | Post Quantum security Firewall | Integrity | Updates | Firewall
PREVENT Integrity mgmt Crypto modules
@ ,% Threat ‘ Security ‘ Remote ‘ CAN ‘ OTA ‘ Ethernet
Detection Logger Diagnostics IDPS Updates IDPS

DETECT & RESPOND
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Server [ Zone Architecture, Networking & Connectivity

|:| Vehicle Computer

Ethernet:

Service-oriented
l DDDD DDDD I communication
I —[ 11 zone-ECU

CAN, CAN-FD,

10MBit Ethernet

Actuator / Sensor
I ECU

REEE S Cem

Non-intelligent
Actuator/Sensor

loT/Cloud-Interface

Example: 2 Vehicle Computer / 4 Zone-ECUs

Space for individual information Dr. Markus Tschersich © Continental AG July 11th, 2023 10
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Automotive Supply Chain

A Original Equipment Manufacturers

L Automotive parts & systems

” o Adonete pare
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Lifetime of a car

» 31 European countries investigated

> Average lifespans vary from 8.0 to 35.1 years

> Mean of 18.1 years in Western countries

> Mean of 28.4 years in Eastern European countries

Source: Held, M., Rosat, N., Georges, G. et al. Lifespans of passenger cars in Europe: empirical modelling of fleet turnover
dynamics. Eur. Transp. Res. Rev. 13, 9 (2021). https://doi.org/10.1186/s12544-020-00464-0
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Public



Brief Introduction to Continental and Continental Automotive

Background on the Automotive Sector 7
Security Engineering 26
Further Interest in the Automotive Sector 48

Space for individual information Sebastian Pape © Continental AG

Public

July 11th, 2023

14



Automotive Cyber Security Tightened

Continental Automotive certified for cybersecurity; Scope covering engineering, manufacturing, supply chain management and maintenance

Continental Automotive has successfully passed the certification audit according to ISO/SAE 21434:2021 and
implemented a robust Cybersecurity Management System (CSMS) within the organization. ISO/SAE
21434:2021 is an internationally recognized standard that establishes a comprehensive framework for
effectively managing cybersecurity risks throughout the entire lifecycle of automotive systems.

During the certification process, conducted by DEKRA on May 17, 2023, our dedicated team of experts
demonstrated their expertise in maintaining the highest standards of cybersecurity. In extensive preparation,
our team worked tirelessly to ensure that we met and exceeded all the requirements of the ISO/SAE
21434:2021 standard, so that no non-conformities were found during the certification audit. As a result, our
customers can have complete confidence in our products and services, knowing that they have undergone
rigorous testing and evaluation to meet the highest industry standards.

Moving forward, we will remain steadfast in our commitment to maintaining the highest level of
cybersecurity standards and continuously improving our processes and the cybersecurity of our products.
We understand that cybersecurity is an ongoing journey, so we will continue to proactively adapt to new

threats and changing industry requirements.

Space for individual information Sebastian Pape © Continental AG July 11th, 2023 15
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Selection of an Increasing Number
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https://www.wired.com/2015/07/hackers-remotely-kill-jeep-  https://promon.co/security-news/hacking-tesla-app-stolen- https://www.cvedetails.com/cve/CVE-2018-9318 https://www.theregister.com/2023/04/06/can_injection_atta
highway/ car/ ck_car_theft/
21.07.2015 23.11.2016 31.05.2018 6.04.2023
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of OEMs believe a
high level of cyber
security maturity is a

- significant
competitive
« advantage.

think that cyber
security structures of !;v
OEMs and suppliers
must become more
aligned

see the greatest
development
potential for cyber
security in software
architectures

expect cyber attacks
on vehicles to
increase dramatically



https://www.pwc.de/en/cyber-security/global-automotive-cyber-security-management-system-survey.html

Requirements on CSMS and Vehicle Type

Goals UN Regulation on Cyber Security .

ri‘y%rh > Processes for Development, Production and
Organizational Vehicle Manufactures require a Operations
Stg‘;gé‘;;izgd Cyber Security Management System (CSMS) » Risk Management
Certificate of Compliance (CoC) » Sufficient Resources and Staffing

> Cyber-risk should be EVALUATED,
PRIORITIZED and TREATED throughout the

"’
E value chain and lifecycle

" "
L\ o\
o o o _o

> Implement appropriate cyber security measures

Design of vehicle

architecture and Vehicle Type Vehicle Type Vehicle Type > Need for DETECTION, PREVENTION and
implement A B - N RESPONSE backed up by quick remediation
mitigations cycles for new threats

> Comprehensive list of Cyber Security Threats and
Mitigations to be considered

Space for individual information Sebastian Pape © Continental AG July 11th, 2023
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Global Cybersecurity Management
Roadmap of Implementation and national Adaptation

Legend:

[ Roadmap defined

Roadmap unclear
I 1998 Contracting parties Guidelines catalogue
I US and China as special markets

@ntinentali Space for individual information Sebastian Pape © Continental AG ~ July1ith , 2023
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Regulation and Standards with Impact on Europe

Organizational
Measures

ISO/SAE PAS 8475 |
Road vehicles
CAL/TAF :

ISO/SAE PWI 8477 |
Road vehicles I

l—

Risk: Conflict and
redundancy

ISO PAS 5112 Road
vehicles — Audit <

VDA QMC ACSMS
- Auditing
Guidelines

|

Guidelines

F= === = =

T baseline for

ISO/SAE 21434:2021
Road vehicles —

Cybersecurity V&V

| amending

Cybersecurity
Engineering

Euro NCAP
Cybersecurity

[ — |

| ENIXTISAX VCS
1

<«——Reference

implementation
CSMS

implements

AEEEEEEEEEEEEEEEEEEEEEEE,

Machinery Directive

NIS 2.0

National
Implementation:

IT-SiG 3.0

National
Implementation:

Maschinen
Sicherheitsrichtlinie

UN Regulation EU General Safety
No. 155 Regulation
2018/2144

Radio Equipment
Directive (RE-D)

Delegated Act

Product Liability

e

| Cyber Resilience
(——I Act (CRA)
excludes |

GDPR v2

Cybersecurity Act

Certification
Framework

ISO/IEC 5888 Artificial

Intelligence Act

Directive :

S h .
@© LA I LA - National F
2 1 - Implementation: L4
(&) 1 1 H .
c [ Cyber Solidarity Actl H .
) 1 1 : Produkthaftungs | | :
I | : gesetz :

[ Regulation M Standard M Others == Final = = = Draft ===== Revision
@ntinentali Space for individual information Sebastian Pape © Continental AG July 11th, 2023 20
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Security by design and privacy by default

Two new regulations enforce vehicle manufactures to 66% of countries worldwide have a regulation about
establish a data protection and privacy legislation*

Cyber Security Management System (CSMS)
along the product lifecycle incl. the supply chain

Overview
SW Update Management System (SUMS) EU: EU General Data Protection Regulation
Regulation effective 07/2022 for new vehicle type in USA: hundreds of privacy and data security among its
EU, Japan, Korea — further may follow(® 50 states and territories e.g. California Consumer
ISO/SAE 21434 as CSMS reference implementation & Privacy Act
ISO 24089 for SUMS China - e.g. PRC Cyber Security Law

(1) China 1-3 years and US soon Russia — e.g. Data Protection Act

*Source:

Space for individual information Sebastian Pape © Continental AG July 11th, 2023
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https://unctad.org/page/data-protection-and-privacy-legislation-worldwide

INTERNATIONAL ISO/SAE
STANDARD 21434

First edition
2021-08

Road vehicles — Cybersecurity
engineering

Véhicules routiers — Ingénierie de la cybersécurité

Organizational CS management

Project dependent CS management
Distributed CS activities

Continual CS activities

Concept phase

Product development phase

CS validation

Production

Operations and maintenance

End of CS support and decommissioning
Threat analysis and risk assessment methods

Space for individual information Sebastian Pape © Continental AG July 11th, 2023
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Requirements on CSMS for Vehicle Manufacturer

*Manage «ldentification * Monitor for *Suppliers
Cybersecurity « Assessment «Detect and «Service Providers
«Cover e Treatment Respond *Sub-
Develeopment, Keep current *Mitigation within Organisations
Production and reasonable
Post-Production timeframe
» Continual

5 AN n\ eY

Space for individual information Sebastian Pape © Continental AG July 11th, 2023 23
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Implementing UNECE Requirements on CSMS
Different Viewpoints of UN Regulation and ISO/SAE 21434

O
"Internet of 7}5 Communications D L.,
Things" Channels o ©
Backend Servers D Q-3
DK] (OEM, Supplier, Lo
"Neutral") o
ool
GNSS | . a8
i — £
( L1l L1l L1l InfOtammem = &2
= —  —|Chas-[— I — o
= PIT = =~ "> |= 4 Body |= » L~
V2V T TECUs|E Tecus|E —JECUsE & 0 L
TTT1 TTT1 TTT1
V2l i ]
Ll
Scope of Camera Gate = I Scope of
UN Regulatllon ECUs — Box = ISO/SAE 21434
Whole Vehicle Radar ULILL ltem
. . d I
M@e = e.g. CAN, Ethernet, ... GﬁDBnnection,
ToOls \ OoBD 1l \ / j ﬂ incl. Smart Charging

@ntinentali Space for individual information Sebastian Pape © Continental AG July 11th, 2023
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ISO/SAE 21434 Work Products for Documentation Along Value-Chain

Vehicle Manufacturer System Supplier
Supplier N

Responsible for the overall Pocumentation Responsible for the

vehicle architecture documentation of the

Aggre_ga_tion of system supplied system
Documentation Suppller |nf0rmat|0n Documentation Aggregatlon Of Sub_suppller

information Documentation
F

Q Technical Inspection ™, Sub-Supplier

Responsible for the
documentation of the

f ) ) supplied component

Checking Documentation
Advocate Type Approval

July 11th, 2023 25
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General

Customer order

- Requirements

- Specifications

- Assumptions

- Functions

- Boundary

- Interfaces

- Security Goals
- etc...

G\Ua\»do\a ‘\ac

<
Ke,
o
©
Concept Operation & Maintenance g
Y
P Verification & Validation o.:
“
. S
Architecture Integration, Test & Verification &=
o
£
Detailed Design Component Verification <
O
o
Implementation / Realization LU
[®))
<
<

Customer delivery

Sebastian Pape © Continental AG
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Traceability

Horizontal Traceability

» Relationship between requirement & test

[ Vertical Traceability ]

* Relationship between derived
requirements on different levels (e.qg.
function - system - software)

<

2

AN 5
Concept _ Operation & Maintenance g

S
Z S
Integration & Validation
- n
% Requirements ~ §
3 5
() “ O
a. Architecture Integration, Test & Verification ‘E
- —
QO
>

Detailed Design Component Verification »

@)
O
3.
=,
o
>

Implementation / Realization

IS
9O
L )
5
V 2
S

Sebastian Pape © Continental AG
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SP Manager

Concept Operation & Maintenance

Integration & Validation

SP Ana|ySt Requirements

Architecture Integration, Test & Verification

SP Architect

Detailed Design Component Verification

Implementation / Realization

All other roles need to be involved also

SP Tester

SP Assessor

Space for individual information Sebastian Pape © Continental AG
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~ HW/SW lter. 1, 2, ... N

Evolution towards

Start YW t5 Relasea for Sop SoP SoU EoP EoSup  EoUse
Milestones ¢ ¢ S
Type Pre-Type Type Post-Type tlme\
Approval Approval Approval Approval
P.roduct Concept Development Production | Operations & Maintenance Ops Decom.
Lifecycle
'I:ev.el.o.pment Functional | Calibration & SW Updates, Fct. Incr., Opt. | Continues
ctivities /Ir:lcrease Optimization Security Patches, Monitoring |Monitoring
Safety Eng.  --------------- ~ sy
SecuritvEng. ———— —\\ K J //— ———————————————————————————————
Related Eng. Functional Functional / System (Functional)
Concept N\ Level  ~ "7/ Verification & Validation ‘iegend |
Sy stf;'ms . Technical System System (Technical) AU s | New Activities &
f;glnefr ing Concept _ Level Verification 2 U’p datey 2 New Processes i
jecycie P PR R P Ty P : Adapted & Enhanced !
\HW/SW/ ! P !
HW/SW. A\ / 4 B Activities & Processes :

Design tevel /' Verification
\/
HW/SW Implementation

DevOps Lifecycle

Source: Dobaj, J., Macher, G., Ekert, D., Riel, A., & Messnarz, R. (2021). Towards a security-driven automotive development
lifecycle. Journal of Software: Evolution and Process, https://doi.org/10.1002/smr.2407. Creative Commons Attribution License
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https://doi.org/10.1002/smr.2407

Similar to DIA which covers functional safety
Core document for Security & Privacy
Defining the collaboration between customer and supplier
Defining responsibilities of each partner
Covers whole lifecycle
Development, Production, Maintenance, ...
Based on RASI-Matrix
Responsible
Approval
Support
Information

Space for individual information Sebastian Pape © Continental AG July 11th, 2023 31
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Sec-

Lifecycle # Workflow Steps - Work Products Created in the Single Workflow Steps
: e e e 5 z;lsl:»err:;;e':zirrements List: List of functional and non-functional requirements defined
\l/ Item Block Diagram: High-level item diagram
: Define System Level Concept 5.1 Technology Stack: High-level stacked/layered HW/SW diagram
_______________________________\l; _______________________ . Function Block Diagram: Allocation of functions to blocks and layers
N\ - Threat - Level 0 Threat Model (TM): System Level TM describing the cybersecurity aspects of the
- E Analysis 4 Identify System Level Assets E 5.1 system level concept
Y E [System Level Assets] ey E System Level Asset List: List of security-critical functions/interfaces/blocks
-:C: < E > Identify System Level Threats H 51 List of Asset/Threat Pairs: Systematically identified system level threats, of which each
4 N\ | T - i " threat is allocated to its associated asset.
& boocoooooodeoooooooooo) [Asset/ThreatPalrel oooooooo-ooooo
8 N\ Risk | T 7 = = N4 ! Attack Path: (Formal) attack description
8 | Assess- | stimate Threat stimate Impact || 5.2 Threat Scenario: Verbal description of a potential threat
' ! | Level (TL) Level (IL) ] Damage Scenario: Verbal description of stackeholder(s) damag
i : e I : R 72 I H Threat Level (TL): Value rating the feasability of an attack scenario/path
3 E | Determine Security Level (Secl) i 5.2 Impact Level (IL): Value rating the damage impact on stackholder(s)
i !_ __________________________________________ - Security Level (Secl): Risk value describing the risk of an asset/threat pair
\ -: ietine GBS secUrty Goals1Co) — Cybersecurity Goals (CGs): High-level cybersecurity requirements defining the
\: : ; y g I 5.2 cybersecurity properties an asset shall provide/implement to mitigate the risk of
| (i.e., Cybersecurity (CS) Objectives) =i | ]
i i ! ;S)o“t?ntlai th";acts' t: Refined system level di including CG
: ystem Level Concept: Refined system level diagrams including CGs.
:2 : d R-eﬁne Systam. Level Conce‘pt and E : 5.2 System Level CS Requirements : Traceable system level CS requirements
: efine System Leve;l CS Requirements : I

determining the reauired CS properties.

Requirements

TARA

Security Goals

Source: Dobaj, J., Macher, G., Ekert, D., Riel, A., & Messnarz, R. (2021). Towards a security-driven automotive development
lifecycle. Journal of Software: Evolution and Process, https://doi.org/10.1002/smr.2407. Creative Commons Attribution License
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1

N | V. i i Architectural Design Diagram: Description of system (security) architecture
: [ Define HW/SW System Architecture i 6 Item lifecycle & SW/HW state machine: Analysis and description of states to be
c . _!_ __________________ :L_ ___________________ E_ _!_ - supported by system under development (SUD).
%D ~ | Threat & ' v 3 Level 1 Threat Models: Threat model describing architectural cybersecurity aspects for
8 ! vulnerabil- ! Identify Architecture Level (AL) Assets K1 | | 6.1 eachSUDstate.
— \\\¢ ¢ is | I b A Architecture Asset List: List of security-critical data and functions
o B E ity Analysis i Assets =[Critical Datz;&CriticaI Functions] E ' ; . f X f
n =] 1 | (s B
|5\ ! WV X 4 ol A Provided Cybe i i iti ]
- = . ybersecurity Properties assigned to critical data & functions (assets)
bc- "2 : E l‘ |dentity AL Assign .CS (-: L &l Required Cybersecurity Properties assigned to critical data & functions (assets)
e 5 ! Threats Properties |
Q hut ' | ] P
E < ! N2 : : Vulnerability List: List of identified vulnerabilities in the architecture and design.
8‘ S\ : Identify AL Design Vulnerabilities .~ | 6.1 Non-satisfied CGs List: List of CGs thatare no properlyaddressed within the
— o~ 1
g £ :'[D ign/Data/FunctionVul T e R ! architecture and design.
esign/Data/Function Vulnerabilities
8 % v g List of Mitigation Measures addressing the identified vulnerabilities by
' 1 A\ Define AL Mitigation Measures 6.2 implementing/providing the required cybersecurity properties and improvements in the
~
N : \I, architecture and design.
o > Architectural Design including the identified mitigation measures.
. Refine HW/SW m Arch re an
i i ,e /SW Syste . Ite_Ctu Ridnd 6.2 HW/SW CS Requirements List: Traceable definition of HW/SW level CS
~ Define HW/SW Level CS Requirements . . .
T properties to be provided/implement by the assets.
A4
~N : Repeat the 02.1 - HW/SW architectural design steps in the 6.3 Repeat the steps from the SW/HW Architectural Design phase, if cybersecurity aspects
N N\ 02.2 - SW/HW Detailed Design &Unit Construction Lifecycle Phase "~ must be considered for SW/HW Detailed Design & Unit Contstruction.
Legend | <—— Step ensures consistency and completnes between resultsand Subsequent assets/requirements shall inherit properties determined by this

requirements determined ina previous step.

step. Atracelinkshould beestablished to ensure consistency.

Source: Dobaj, J., Macher, G., Ekert, D., Riel, A., & Messnarz, R. (2021). Towards a security-driven automotive development
lifecycle. Journal of Software: Evolution and Process, https://doi.org/10.1002/smr.2407. Creative Commons Attribution License
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Development

Iltem definition

\QE UIQEMENTS

Requirements

Need to be clarified and confirmed to avoid misunderstandings
Security Goals
On component level
On vehicle level
Supplier does not know full context / environment of component

Space for individual information Sebastian Pape © Continental AG July 11th, 2023 34
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Asset-Model

System-Model

Threat-Model

Asset-Model
List of Assets
Damage Scenarios
System-Model
Threat Analysis
Vulnerability Analysis
Design and Technology
Threat-Model
Threat Scenarios
Attack Scenarios
Risk Assessment

Risk
Management

Space for individual information
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Risk
Management
1: Identify system assets
Virtual and physical assets
2. ldentify threats of concern

Asset-Model o o
Adversary (Capabilities & Motivation)
3: Identify relevant attack scenarios
1 2 Plausible attacks given the system and the
4 adversary

System-Model

4. Identify system specific attack scenarios of concern
3 Threat-Model Based on
Adversary characteristics
System characteristics
Specific assets
Used for risk assessment

Space for individual information Sebastian Pape © Continental AG July 11th, 2023
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Risk

Management
Based on Threat analysis estimate the risk for attack scenarios
Impact & Likelihood of successful attack
Manage risk
Avoid / Prevent Likelihood
Mitigate Risk Assessment Matrix Frequent: 5 Possible: 3 Rare: 2 Unlikely: 1
Accept Catastrophic: 4 12 8 4
Share £ |severe: 3 o 6 3
2
Transfer @ |yoderate: 2 10 6
Based on Minor. 1 5 3
Risk type — Risk Aslsessment Categories
Mitigation / prevention costs Critical High Medium Low Slight
Security goals
Space for individual information Sebastian Pape © Continental AG July 11th, 2023 37
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Security tests

Security Audit

Secure Code Review

Functional security testing

Vulnerability scanning

Fuzz testing

Penetration testing
Side-channel attacks
Fault injection attacks

Space for individual information
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ISO 21434
3.1.36 validation

) i . : . Concept Operation & Maintenance
confirmation, through the provision of objective g
evidence, that the cybersecurity goals (3.1.16) of Integration & Validation
the item (3.1.25) are adequate and are achieved Requirements

3.1.37 verification

i i . i . Architecture Integration, Test & Verification
confirmation, through the provision of objective ]
evidence, that specified requirements have been
fulfilled Detailed Design Component Verification

Implementation / Realization

Space for individual information Sebastian Pape © Continental AG July 11th, 2023 39
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ISO 21434
3.1.36 validation

confirmation, through the provision of objective
evidence, that the cybersecurity goals (3.1.16) of
the item (3.1.25) are adequate and are achieved

3.1.37 verification

confirmation, through the provision of objective
evidence, that specified requirements have been
fulfilled

Task: Map “functional security testing” and “penetration testing” to verification / validation.

Concept Operation & Maintenance

Integration & Validation
Requirements

Architecture Integration, Test & Verification

Detailed Design Component Verification

Implementation / Realization

Space for individual information Sebastian Pape © Continental AG
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Production

» Distribution of secret material needs to be managed
» Key Management
» Keys created on Hardware Security Module
» Keys organized via Key distribution management (KDM)
» Activation of Security Features
» SecureBoot
» Disable Debug Interfaces
> No online dependency desirable
» Coordination needed
> Multiple production lines
> OEM and Tier-1
> Ensure compatibility of processes

;

@ntinentali\ Space for individual information Sebastian Pape © Continental AG July 11th, 2023 41
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Threats and
Mitigations

Different types
Full system vs. partial vs. application
Over the air (OTA) vs. physical flashing

LSS ' TTT TRyt T T T G

e | HEe

Updates need to be secured
Confidentiality
Integrity / Authenticity

Updates are hierarchical
ECUs
TCUs
Vehicle

Space for individual information Sebastian Pape © Continental AG July 11th, 2023 42
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Software Update Management System
ISO 24089
Mostly organized by OEM
Software Update Campaigns
May change with OTA

Software is part of homologation

Needs to be coordinated by
OEM and (Sub-)Suppliers

Threats and
Mitigations

Space for individual information
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Incident
Management

Exploitable weaknesses are vulnerabilities
Reasons for vulnerabilities are
Lack of code quality (time pressure)
Failures in concept / architecture
Wrong specifications
Wrong handling of interfaces
Not considering security
Need to be considered for
The whole supply chain

During the whole lifetime of the Veh'_CIe Even if the system is implemented fulfilling all
N_o;[]all weaknesses / vulnerabilities will be detected requirements and specifications, it may be
with testing vulnerable due to misunderstandings of (implicit)

assumptions.
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Incident
Management

Need to monitor vulnerabilities and weaknesses
in (sub-)components
for related products (might be also in own products)
includes 3" party / OS libraries (e.g. vuln database)

A vulnerability in a component
may be exploitable
IS not necessarily exploitable

Analysis with context required:
Technical analysis
Risk assessment
Potential fix / update of software
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Incident
Management

Vulnerability ~ Vulnerability Vulnerability Fix / Patch Installation of

discqvered madeI public known to vendor Anallysis devellopment Fix / Platch .

Time pressure
Notification of customers
Common analysis

Vulnerabilities in a component does not
necessarily mean that it is exploitable on
vehicle level

Highest risk between publication of vulnerability
respectively patch and installation of the patch
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Heavily regulated domain
Security requires collaboration Summ ary
Within each organization
Among organizations
Long lifetime
Effort does not end with development

Future developments need to be
considered
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Brief Introduction to Continental and Continental Automotive 5
Background on the Automotive Sector 7
Regulation for Cyber Security 14
Security Engineering 26
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Further interest in automotive Security & Privacy?

Seminar Informationssysteme: Sicherheit und Datenschutz in (autonomen) Fahrzeugen - Einzelansicht

Funktionen:  markierte Termine vormerken

Seiteninhalt.  Grunddaten Termine Zugeordnete Person Studiengdnge Einrichtungen Inhalt Einsortiertin:

Grunddaten
Veranstaltungsart Seminar (Blockveranstaltung) Kiirzel IS-MS, M-IS-5. M-D5-S
Semester WiSe 2023/24 SWs 5
Erwartete Teilnehmer/-innen 10 T T e e
Hyperlink
Credits 5 Belegung

Termine Gruppe: [unbenannt] =

Tag Zeit Rhythmus Dauer Raum Raum- Lehrperson Status Bemerkung fallt ausam Max. Teilnehmer/-innen
plan
% Di. 09:00bis 12:00 Einzel am 17.10.2023 Vorbesprechung und Themenvergabe

Der Raum wird noch bekannt gegeben.

Gruppe [unbenannt]: (J vormerken 2 yierte Termine vormerken
Zugeordnete Person

Zugeordnete Person Zustandigkeit

Pape, Sebastian, Priv. Doz. Dr.
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Any Questions?

@ntinental®

PD Dr. Sebastian Pape
Security & Privacy Manager

Continental Automotive Technologies GmbH
Product CyberSecurity Office — PCSO
Guerickestral3e 7

60488 Frankfurt am Main, Germany

Phone: +49 (69) 7603-72199
E-Mail: sebastian.pape@continental.com
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A cybersecurity B I — =
: L 1.2 . description of : ! : )
Block Diagrams & System Level (Level 0) Item lifecycle & % reflected by,
i| | technical . Technology Stack Threat Model _SW/HW state analysis
' qescrlp t identifies | identifies THN. '
; ion of
: 14 i supports
: . fraught with i describes risk of identifi-
: Function(s) = i cation and !
i Asset, t Pail ! » st
; A U N W eocorrrmesone: E e — A—— - [ Security Level | |description; daitii
: attribute of ek . of : v
- I exploits { L (Secl) E from
; Stakeholder risk —= = s \ y E
: mitigated | | Lybersecurity attack
. . Property B ‘e Attack Path feasibility !
: imple- of impact T . | i implements or
ments on | compromises impact to ! has impact on
defin.es it stakeholder(s) N
: required
E Cybersecurit leads to
I ltem - YG e y addressed by Damage - Threa.t 5
______ gy Scenario Scenarlo | | . & Function(s) |
_________ defines s ;
consists of allocated to realized by fi - Required defines
Cybersecurity
: Non-Satisfied [ Vulnerability & Properties
- Cybersecurit id ! identifies é .
! ' . V _gade CGs, Weakness, [+ i Weakness {213 :
H Requirements | elicitation of G : . ¢ - f
| Component allocated tOE & Vulnerabilities : ;‘\ 21.4 " Ana'ySlS Provided
] -+ Systematic Elicitation of Cybersecurity Requirements """"" Cybersecurity [
Nl Properties
describe cybersecurity assets on HW/SW architecture level & ondetailed HW/SW design level
Elements covered by Fig. 2 Elements proposed ¢ 7=""""7 Focus of the ; y -, Relation to Workflow
Ctegend [ ] ISO/SAE 21434 (DIS) [ ] by this work K Modlel GBI concept phase Relation @~ Link {label & ¢ i e

Source: Dobaj, J., Macher, G., Ekert, D., Riel, A., & Messnarz, R. (2021). Towards a security-driven automotive development
lifecycle. Journal of Software: Evolution and Process, https://doi.org/10.1002/smr.2407. Creative Commons Attribution License
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