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Question 1: Mobile Surveillance and Data Protection (15 Points)

1 A) There is a variety of different types of telecommunication surveillance methods. Name four
types of these telecommunication surveillance methods.
(2 points)

Eavesdropping (0.5P)

Storage and analysis of connection data (0.5P)

Automated content analysis (BND) (0.5P)

Identification of mobile phone users and eavesdropping (IMSI Catcher) (0.5P)
Data retention (0.5P)

Determination of the location of callers (0.5P)

(0.5 points per surveillance method)

1 B) Why do governmental organizations carry out telecommunication surveillance?
(2 points)

e fight organized crime, i.e. for investigation and prevention
e socio-political goals, i.e. protect democracy from extremists, from foreign intelligence services
or keep up the preparedness of the military service

(1 point per reason)

1 C) Explain the IMSI-Catcher in detail. You can also draw a schematic for your explanation.
What problems arise with the use of this method?
(6 points)

e Explanation: The IMSI-Catcher simulates a strong base station, causing all mobile phones in
the network of the respective operator to connect to this simulated base station. The person to
be observed can be identified via the IMSI of the SIM, which can be queried at the mobile
operators’ databases (if the operator is in a cooperating country). The communication basically
gets intercepted. (4P for explanation or schematic with explanatory notes)
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Problems:
o Are due to the constitution due to the rerouting of phones of persons that are not being
observed and (1P)
o ...due to technical interferences between the IMSI catcher and normal base stations
(1P)

(4 points for the description and 2 points for the problems)

Name five of the nine principles of the EU privacy law. Describe them briefly.
(5 points)

Intention and notification: The processing of personal data must be reported in advance to a
Data Protection Authority. (1P)

Transparency: The person involved must be able to see who is processing her data for what
purpose. (1P)

Finality principle: Personal data may only be collected and processed for specific, explicit and
legitimate purposes. (1P)

Legitimate grounds of processing: The processing of personal data must be based on a
foundation referred to in legislation, such as permission, agreement, and such. (1P)

Quality: Personal data must be as correct and as accurate as possible. (1P)

Data subject's rights: The parties involved have the right to take cognisance of and to update
their data as well as the right to raise objections. (1P)

Processing by a processor: This rule states that, with the transfer of personal data to a
processor, the rights of the data subject remain unaffected and that all restrictions equally
apply to the processor. (1P)

Security: A controller must take all meaningful and possible measures for guarding the
personal data. (1P)

Transfer of personal data outside the EU: The traffic of personal data is permitted only if that
country offers adequate protection. (1P)

(1 point per principle with short description)



Question 2: Mobile Payment (10 Points)

2 A) Identify the five different types of mobile payment services and name one example
product and provider for each type.

(5 points)
Contactless  Mobile Credit Closed Mobile Online  Mobile Wallet
Credit Cards  Card Readers Systems* Payment
I 4
v
Visa ,)))
| S5 J
y, s gem T B
paypass, iZettle°/\> OwT:?faT & I. qdb o MyWallet
payleven®’ e dickandbuy & Pay

(0,5 points per type, 0,5 per example)

2 B) Name the five different parties that are typically involved in a "mobile payment"
scenario and describe their different interests in bullet points.

(5 points)
. - Customers: Only a small
mbol,lljsllﬁe\\ss M-Payment_ Parties E number of (trustworthy)

parties should have access
to personal financial data.
Different parties with

different interests

— Merchants: Accepted
— payments should be

enforceable.
= Customer and merchants f
- :\litworkdt')perators Intermediaries Network operators: Offering
L] .
r? erm? 1ary . . of new (security-relevant)
» Financial Service Providers / \ services (e.g. billing
Network services)
Customers operator

Banks: Controlling the
payment-process

21

Central Banks: No direct
C2C payments to avoid a
shadow currency

(1 point per party and description of interests)



Question 3: Cryptography (7 Points)

3 A) Imagine you want to confidentially send an e-mail. For that purpose, you use a hybrid
cryptosystem. Explain the process of a hybrid cryptosystem in a few steps that are
required for an encrypted e-mail communication.

(4,5 points)
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(0,5 points per step)

3 B) Name advantages and disadvantages of symmetric and asymmetric cryptosystem. You can get
0.5 points per advantages or disadvantage with a maximum of 2.5 points for the whole exercise.
(2,5 points)

Symmetric cryptosystem:

Advantages:

e Algorithms are very fast
Disadvantages:

e Complex key exchange

Asymmetric cryptosystem:

Advantages:
» No secret must be shared
» Only one key per endpoint
Disadvantages:
= Algorithms are very slow
* Man-in-the-middle-attack



Question 4: The Privacy Paradox (13 Points)

The article by Norberg et al. (2007) with the title ,,The Privacy Paradox: Personal Information
Disclosure Intentions versus Behaviors® from the Journal of Consumer Affairs was discussed
among other articles in the first exercise.

(13 points)

4 A) What is the research problem or the research question of the article?
(1 points)

The purpose of this exploratory study is to investigate whether people say one thing
(intend to limit disclosure) and then do another (actually provide personal details) during
marketing exchanges.

4 B) Sketch and explain briefly the underlying theoretical model that is the basis of the
research. How is the new model different to the previous models?

(4 points)
FIGURE 2
Conceptual Model—Privacy Paradox
Behavioral
Risk > Intention (to
disclose)
) > Disclosure
Trust Behavior

It is argued by the authors that behavioral intention is not predictive of actual behavior
because risk influences one’s intention to disclose, while a trust heuristic operates in
actual disclosure contexts. (2P)



FIGURE 1
Conceptual Model of Disclosure Based on Previous Research

~ Behavioral
Risk Intention (to
disclose)
v
_— Disclosure
rus Behavior

Whereas the more traditional model shows that both risk and trust influence behavioral
intentions that would then influence actual behavior, we argue that this is not the case.
(2P)

(2 points for the explanation of the underlying research model, including the relation of the
constructs and 2 points for the previous figure or a detailed comparison between the models.)

4 C) The tables shown below from the article display the results of the statistical tests for
hypothesis 1 and hypotheses 2 and 3. Please state the three tested hypotheses. Discuss
and justify whether the hypotheses are met based on the tables.

(6 points)

TABLE 3
Study 2 Hypotheses 1 Results: Differences between Intended and Actual Disclosure

Mean (SD)—Items Mean (SD)—Items

Willing to Disclose Actually Disclosed Effect
Condition (Phase 1) (Phase 2) t-Statistic Significance Size
Overall 10.49 (3.10) 15.16 (1.15) -10.02 p = .001 .65
Bank 10.38 (3.17) 15.13 (1.21) —7.41 p = .000 .64
Pharma 10.65 (3.07) 15.22 (1.09) —6.66 p = .000 .67

TABLE 4

Study 2, Hypotheses 2 and 3: Regression Results for Risk and Trust Relationships

\Y% DV R’ df Beta F p

Risk Intention to disclose 18 53 —.344 6.973 011
Actual disclosure 045 45 -.212 2.075 157

Trust Intention to disclose 026 54 162 1.428 237
Actual disclosure 011 45 —.104 A86 A89

Note: IV = “Independent Variable™ and DV = “Dependent Variable™.



H1: Individuals will actually disclose a significantly greater amount of personal
information than their stated intentions indicate. H1 is supported which is shown in
Table 3. It can be seen from the overall condition that the means of the number of items
of the willingness to disclose phase and the actually disclosed phase are to a great extent
different with a t-statistic of -10.02 which indicates that these two means are highly
statistically significant different from each other with a p-value of .001. (2P)

H2: Risk perceptions will have a significant negative impact on individuals’ stated
intentions to disclose personal information. The regression result for the risk—intention to
disclose relationship was found to be significant (F = 6.973, p =.011), and the result for
the risk—actual disclosure relationship was found to be not significant (F = 2.075, p =
.157). Thus, we found support for H2 as it does appear that risk is salient when asking
for behavioral intention responses but is less so in actual disclosure situations. All
relationships were in the expected direction (see the beta coefficients for the direction).
(2P)

H3: Trust perceptions will have a significant positive impact on individuals’ actual
personal information disclosure. With regard to H3, it was expected that trust would
have a greater positive influence on disclosure behavior than it would on intention to
disclose. None of the relationships between trust and the dependent variables were
significant. (2P)

(2 points per description of the hypothesis and corresponding results.)

4 D) What is the relationship between the privacy paradox and cryptography and how does
it influence the actual privacy of the users?
(2 points)

Due to the findings regarding the privacy paradox it has to be assumed that many people will
not practically implement privacy protecting technologies although they might say that privacy
is important for them. This leads to a large unprotected population in the internet which allows
all kinds of surveillance and tracing actions by different parties like governments, advertisers
or criminals.

Furthermore, it challenges the researchers of such technologies even more because they must
include these considerations in their product development efforts besides many other important
issues like usability and performance.

(2 points per rational explanation.)



Question 5: Regulation (13 Points)

5A)

5B)

Using your own words, please compare the outcome of the three German frequency auctions
for wireless access from 2000, 2010, and 2015. In doing so, please include a comparison of the
following aspects:

- Number of participants

- Aspiration of the bidders (which frequency band was in the focus, their primary interest?)
- The auctions’ outcome (resulting licence costs, approximately).

(9 points)
mobile Compari ions E
: omparison of auctions [
business P :
Wireless Access Wireless Access
UMTS (2000) (2010) (2015)
* Participants 6 * Participants 4 = Participants 3
* Atogether 145 MKz | = Altogether 350 MHz | = Altogether 270 MHz
* Duration 19 days * Duration 27 days = Duration 16 days
* 173 rounds * 224 rounds = 181 rounds
* Time per round * Time per rcund * Time per round
40 hin. 90 Min. 50 Min.
=)>50bn € | =04.4bn € | =)5.1bn €

(1.5 points for the correct numbers of participants and 1.5 points for the short comparison; 1.5
points for the correct frequency bands and 1.5 points for presenting the primary interests; 1.5
points for the resulting licence costs and 1.5 for the comparison of the outcomes)

What are the requirements for purchasing a licence by auction? Please explain briefly.
(4 points)

Four requirements have to be fulfilled:

Original Proposition in German language and 15 copies + legal prerequisites for the
admittance to the auction process have to be fulfilled (Telecommunications Act)

Notification of the RegTP (approval of the statements to reliability, productivity, competence)
Deposit (14 days before the auction)

Bank guarantee (indefinite, unconditional, irrevocable, directly enforceable)

(1 point per requirement, including a short description.)

Question 6: HCI Issues (14 Points)

6 A)

List the three main activities in the Mobile Interaction Design, as explained in the lectures and
briefly describe each one. (6 points)

Understanding users (Capabilities & Limitations)

Developing prototype designs (Demonstration of proposed interaction design)
Evaluation (Identification of strength and weaknesses of a design)

(1 point per activity and 1 for the short description)



6 B)

HCI-Prototypes are built in order to express a design idea as quickly as possible. Describe in
your words the differences between a low-fidelity and a high-fidelity prototype.

(8 points)

Low-fidelity prototype design:

The prototype uses materials different to those in the final incarnation (often paper-based)
Check for inconsistency

Give a common specification for the design team (early visualization of design solutions)
Afford reflection (provoke innovation & improvement)

Check interaction scenarios

High-fidelity prototype design:

The results of a low-fidelity prototyping process comprise a list of features that should be
tested with representatives of the target group.

High-fidelity prototype designs provide the functionality to evaluate critical tasks and
functionalities that should be supported by the final product.

Therefore, most critical features must be identified to be included in the prototype design.

Type

Low-fidelity

High-fidelity

(4 points for the description of the characteristics of low and high fidelity prototypes, 1 point

Advantages

Less time

Lower costs

Evaluate multiple concepts
Useful for communication
Address screen layout issues

Partial functionality
Interactive

User-driven

Clearly defined navigation
scheme

Use for exploration and test
Marketing tool

Disadvantages

Little use for usability test
Navigation and flow
limitation

Facilitator driven

Poor detail in specification

Creation time-consuming
Inefficient for proof-of-
concept

Blinds wusers for major
representational flaws

Users may think prototype is
‘real’

per characteristic, max 2 points per prototype. 4 points for naming advantages &

disadvantages, 0.5 for naming an advantage or disadvantage, max. 1 point per category, e.g.

Low fidelity — advantages.)



Question 7: Evaluation of Mobile Application & Service Design (6 Points)

List three Design Evaluation Methods, assign them to one of the five categories introduced in
the lectures & describe them briefly. (6 Points)

mobile N\
business

Design Evaluation Methods

Observational |casesmo,

Studies artifact in depth in business environment

Field study Monitors use of artifact in multiple projects
Analytical Static analysi: Examines structure of artifact for static qualities (e.g. complexity)
Architecture analysis  Studies how artifact fits into technical IS architecture
Optimization Demonstrates inherent optimal properties of artifact or provides
optimality bounds on artifact behavior
| Dynamic analysis Studies artifact in use for dynamic qualities (e.g. performance) |
Experimental [ Controlled Studies artifact in controlled environment for properties (e.g.
experiment usability)
Simulation Exeautes artifact with artificial or historical data
Testing Functional (black Exeautes artifact interfaces to discover failures and identify defects
box) testing
Structural (white Performs coverage testing of some metric (e.g. execution paths) in
box) testing the artifact implementation
Descriptive Informed argument Uses information from the knowledge base (e.g. relevant research)
to build a convincing argument for the artifact’s utility
Scenarios Scenarios: Construct detailed scenarios around the artifactto

demonstrate its utility

[based on Hevner et al. 2004]

%

(1 point for naming the design evaluation method and the correct assignment to the
corresponding category and 1 point for the short description.)

Question 8: Signatures (12 Points)

8 A) What are the requirements concerning electronic signature systems in order to provide the
same level of security “traditional” signatures already do? Please name four requirements.

is detectable

Uniquely linked to the signatory
Capable of identifying the signatory
Created using means that the signatory maintains under his sole control

Linked to the data to which it relates in such a manner that any subsequent change of the data

(1 points per requirement.)



8 B) Sketch a figure of a system for asymmetric electronic signatures that uses a hash function and
describe how this system works.

mobile X\ Asymmetric Signature System¢{
business (Example RSA) £
Sender / Signer Addressee / Verifier
Text Text s (H(Text))
“hash” ' “hash” l decrypt with t

@@ [ H(Text) ]:[ H(Text) ]

check for equality

encrypt with s

s (H(Text))

2 Signing key s only with the sender, test key t public
> Example is often mistakenly generalized.

(3 points per step (encryption & decryption, respectively) and 2 points for the description of
the asymmetric signature system that uses a hash function.)



