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Exercise 1 (CaesarCipher)

A Caesar encryption is given by the following encryption function:

Q@ °u h ®O@® Q aéQo

hwith O~

a) Encrypt the message e¢perfect indistinguishability cusingQ .

b) What is perfect indistinguishability?

c) Does the condition of perfect indistinguishability hold in general
for the Caesar Cipher? Give a two-line explanation.

d) What attacks can be used to break the Caesar Cipher?
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Alet ¢hoov w & 1t. With OAT AEGHA A O
we denote the remainder, which results
from dividing ®by @
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Exercise 1 (CaesarCipher)

A Caesar encryption is given by the following encryption function:

Q@ °u h ®O@® Q aéQo

hwith O~

a) Encrypt the message e¢perfect indistinguishability cusingQ .

b) What is perfect indistinguishability?

c) Does the condition of perfect indistinguishability hold in general
for the Caesar Cipher? Give a two-line explanation.

d) What attacks can be used to break the Caesar Cipher?




QopLE, Exercise 1 (CaesarCipher)

A For k1 {0..25} we have:
A An encryption function:
Ae: x -> (x+k) mod 26
A A decryption function:
Ad: x -> (x-k) mod 26
A In this case k, = kyq
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a) Encrypt the message cperfect indistinguishability ¢

using Q .

Exercise 1 (CaesarCipher)

q
n
—
c
<

al bl cl dl el f| gl hl i| j| k|l I| ml n| of p| q

O 1] 2] 3] 4] 5] 6] 7] 8] 9[10[11]/12/13]14{15[16{1//18]19]20[21

A We assign anumber for every character.

A This enables us to calculate with letters as if they
were numbers.

A Assign letter with index 10 index 0O
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a) Encrypt the message cperfect indistinguishability ¢
using Q .

al bl cl dl el f|l gl hl i| j| k|l I|m| n| of p| aql r| sl t| ul vl w| Xl yl z
Ol 1] 2 3| 4] 5] 6] 7] 8] 9]10)111{12|13]14[{15|16/1/7[18]19|20[21]22| 23| 24|25
kK| Il m| nl ol p| gl r|] s| t| ul vl w| x| y| z1 a bl c| d e f| g h| | |
10{11/12]13(14)15{16{17]18[19|20(21(22]23[24|25|26{ 0] 1| 2 3] 4] 5] 6] 7| 8
0] 1{ 2] 3] 4] 5] 6] 7] 8] 9/10]11{12/13]14[{15/16[17(18]19]20|21]22| 23| 24|25

¢perfect indistinguishability © czobpomdsxnscdsxgescrklsvsgi

A We assign anumber for every
character.

A This enables us to calculate with
letters as if they were numbers.

A Assign letter with index 10 index 0

Example for ¢, with k = 10:
Index of p = 15 (this is x)
(15 +10) mod 26 = 25
z has index 25
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b) What is perfect indistinguishability?
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b) What is perfect indistinguishability?

Solution: An encryption scheme is perfectly secret if for
all plaintexts & hx  ~ O and all cyphertexts @V 6d,

om@G) o om@) o

The condition that all plaintexts have the same
probability for a given ciphertext is called perfect
Indistinguishability. [Kn19]

i
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c) Does the condition of perfect indistinguishability hold
In general for the Caesar Cipher? Give a two-line
explanation.

f
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c) Does the condition of perfect indistinguishability hold
In general for the Caesar Cipher? Give a two-line
explanation.

Solution: No. In general, the Caesar Cypher does not fulfil
the condition of perfect secrecy. We easily can decrypt
the message by trying all 26 possible keys. (We can make
the scheme perfectly secret if we use a different key for
each letter.)

f
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d) What attacks can be used to break the Caesar Cipher?

i
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d) What attacks can be used to break the Caesar Cipher?

Solution:
A Brute force attack
A Statistical ciphertext -only attack

g
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A Very simple form of encryption.

A The encryption and decryption algorithms are very easy
and fast to compute.

A It uses a very limited key space (n=26)

A Therefore, the encryption is very easy and fast to
compromise.

Assessment of Caesar Cipher

f
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plaintext

encryption

Encryption - Decryption

decryption
ciphertext plaintext

http://www.pgpi.org/doc/quide/6.5/en/intro/

i


http://www.pgpi.org/doc/guide/6.5/en/intro/
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business (Vernam code)

a) What is a one-time pad ( Vernam-code)?
b) Zoe wants to encrypt the letter Z. The letter is

given in ASCII code. The ASCII value for Z is 9¢, =
1111010, Using Vernam-code, which of the
following keys are suitable to encrypt this
plaintext?

. b1) 11100100
. b2) 0011101
Il. b3) 101011

Encrypt the message usingVernam-code, XOR as
an encryption function and the key in b).

f
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business (Vernam code)

a) What is a one-time pad ( Vernam-code)?

f
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a) What is a one-time pad ( Vernam-code)?

Solution:
A Invented by Gilbert Vernam

A The length of the key is as long as the length of the
plaintext.

A The key is randomly chosen and only used once.
A Every key has the same probability.

f
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Exercise 2 Stream Ciphers
(Vernam code)

to keep the key secret

srzzent o area that needs to be protected

0/1

[based on Federrath and Pfitzmann 1997]

Xi S5 | Y

i random number 0 0 0

. . 0o 1|1

......................... 1 0 1
........ 3 Key

generatinn 1 1 0

xor 0/1 _.. xor _ ? _’
1/0 3
plaintext encrypted text plaintext
X E e:= E(x,k) D x=D(e)=D(E(x,k))

Truth Table of the XOR operation

0/1

£
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business (Vernam code)

b) Zoe wants to encrypt the letter Z. The letter
IS given in ASCII code. The ASCII value for Z is
90, = 111101Q. Using Vernam-code, which of
the following keys are suitable to encrypt this
plaintext?

. b1) 11100100
. b2) 0011101
Il. b3) 101011

£
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business (Vernam code)

b) Zoe wants to encrypt the letter Z. The letter
IS given in ASCII code. The ASCII value for Z is
90, = 111101Q. Using Vernam-code, which of
the following keys are suitable to encrypt this
plaintext?

. b1) 11100100
. b2) 0011101
Il. b3) 101011

£
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c) Encrypt the message usingVernam-code, XOR
as an encryption function and the key in b).

Exercise 2: Stream Ciphers

A | B A XOR B
0 0 0
0 1 1
1 0 1
1 1 0
1 1 1 0
0 0 1 1
1 1 0 1

(Vernam code)

£
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a) What is the Vigenere Cipher?

b) In the following you are given the key "Q ¢ "O0 ‘O"YOQ¢

and the cyphertext @

H3T7-,2%77-1)3#7-))" )c8dentifg 2 1

the messagea using the running key variant as given
In the lecture. Show the necessary steps (use the
Vigeneére tableau below when necessary).

£
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a) What is the Vigenere Cipher?

£
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a) What is the Vigenere Cipher?

A The Vigenére cipher chooses a sequence of keys,
represented by a string.

A The key letters are applied to successive plaintext
characters.

A When the end of the key is reached, the key starts
over.

A The length of the key is called the period of the cipher.

£
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b)

In the following you are given the key Q ¢ "00 ‘O"Y'OQ¢
and the cyphertext w

Exercise 3 (Vigenere Cipher) E

H3T-,2%77-1)3#7-))

' e.ddentif 2 1
the messagea using the running key variant as given
In the lecture. Show the necessary steps (use the
Vigeneére tableau below when necessary).

W

M

L

R

J

W

W

M

O

S

C

W

M

G

X

B

M

E

T

H

E

G

O

E

T

H

E

G

O

E

T

H

E

G

O

E

T

H

£
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ABCDEFGHI J KLMNOPQRSTUVWXYZ
A ABCDEFGHI JKLMNOPQRSTUVWXYZ
B BCDEFGHI JKLMNOPQRSTUVWXYZA
C CDEFGHI J KLMNOPQRSTUVWXYZAB
D DEFGHI JKLMNOPQRSTUVWXYZABGC
E EFGHI JKLMNOPQRSTUVWXYZABCD
F FGHI JKLMNOPQRSTUVWXYZABCDE
G GHI JKLMNOPQRSTUVWXYZABCDETF
H HI JKLMNOPQRSTUVWXYZABCDETFG®G
/I 1 JKLMNOPQRSTUVWXYZABCDEFGH
J JKLMNOPQRSTUVWXYZABCDEFGHI
K KLMNOPQRSTUVWXYZABCDEFGHI J
L LMNOPQRSTUVWXYZABCDEFGHI JK
M MNOPQRSTUVWXYZABCDEFGHI J KL
N NOPQRSTUVWXYZABCDEFGHI JKLM
O OPQRSTUVWXYZABCDEFGHI JKLMN
P PQRSTUVWXYZABCDEFGHI JKLMNDO
Q QRSTUVWXYZABCDEFGHI JKLMNOP
R RSTUVWXYZABCDEFGHI JKLMNOPAQ
S STUVWXYZABCDEFGHI JKLMNOPA QR
T TUVWXYZABCDEFGHI JKLMNOPQRS
U UVWXYZABCDEFGHI JKLMNOPQRST
V VWXYZABCDEFGHI JKLMNOPQRSTU
W WXYZABCDEFGHI JKLMNOPQRSTUYV
X XYZABCDEFGHI JKLMNOPQRSTUVW
Y YZABCDEFGHI JKLMNOPQRSTUV WX
Z ZABCDEFGHI JKLMNOPQRSTUVWXY
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K

ABCDEFGHI J KLMNOPQRSTUVWXYZ
A ABCDEFGHI JKLMNOPQRSTUVWXYZ
B BCDEFGHI JKLMNOPQRSTUVWXYZA
C CDEFGHI J KLMNOPQRSTUVWXYZAB
D DEFGHI JKLMNOPQRSTUVWXYZABGC
E EFGHI JKLMNOPQRSTUVWXYZABCD
F FGHI JKLMNOPQRSTUVWXYZABCDE
G GHI JKLMNOPQRSTUVWXYZABCDETF
H HI JKLMNOPQRSTUVWXYZABCDETFG®G
/I 1 JKLMNOPQRSTUVWXYZABCDEFGH
J JKLMNOPQRSTUVWXYZABCDEFGHI
K KLMNOPQRSTUVWXYZABCDEFGHI J
L LMNOPQRSTUVWXYZABCDEFGHI JK

mMMNOPORSTUVWXYZABCDEFGHIJKL
N NOPQRSTUVWXYZABCDEFGHI JKLM
O OPQRSTUVWXYZABCDEFGHI JKLMN
P PQRSTUVWXYZABCDEFGHI JKLMNDO
Q QRSTUVWXYZABCDEFGHI JKLMNOP
H’HSTUVWXYZABEDEFGHIJKLMNOPO
S STUVWXYZABCDEFGHI JKLMNOPA QR
T TUVWXYZABCDEFGHI JKLMNOPQRS
U UVWXYZABCDEFGHI JKLMNOPQRST
V VWXYZABCDEFGHI JKLMNOPQRSTU
W WXYZABCDEFGHI JKLMNOPQRSTUYV
X XYZABCDEFGHI JKLMNOPQRSTUVW
Y YZABCDEFGHI JKLMNOPQRSTUV WX
Z ZABCDEFGHI JKLMNOPQRSTUVWXY
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b) In the following you are given the key Q ¢ "O0 ‘O"Y'OQ«¢
and the cyphertext @
¢#37-,2*77-1)3#7-) )"
the messagea using the running key variant as given
In the lecture. Show the necessary steps (use the
Vigeneére tableau below when necessary).

Exercise 3 (Vigenere Cipher) E

)e.8dentifg 2 1

CICI[SIWMILIR[IIWWMO|I|SICIWM|I [I |{G|I|X|BlM RIQ E[FIWMY|Y
k{G|O|E|T|H|E|G|O|E|T|H|E|G|O|E|T|H|E|G|O|E|T|H G|O|lE|T|H|E|G
MmWE[S|ITIE|N|[DII|S|T|HEIMO|S|T|BIE|A{U|T|I|F L{C|A| M P[UlS

£
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A Then a Prussian cavalry officer named Kasiski noticed
that repetitions occur when characters of the key appear
over the same characters in the plaintext.

A The number of characters between successive
repetitions is a multiple of the period (key length).

A Given this information and a short period the Vigenére
cipher is quite easily breakable.

A Example: The Caesar cipher is a Vigenére cipher with a
period of 1.

[Bi2005]

Assessment Vigenére Cipher

N
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- encryption decryption
plaintext ciphertext plaintext

Symmetric or Asymmetric?

£
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Advantage: Algorithms are very fast
Algorithm Performance *
RC6 /8 ms
SERPENT 95 ms
IDEA 170 ms
MARS 80 ms
TWOFISH 100 ms
DESede 250 ms
RIJNDEAL (AES) 65 ms
* Encryption of 1 MB on a Pentium 2.8 GHz, using the FlexiProvider Java)

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU -Darmstadit] 33 E



mobile N\ Performance of

business Public Key Algorithms
Algorithm Performance Performance compared to
Symmetric encryption (AES)
RSA (1024 6.6 S Factor 100 slower
bits)
RSA (2048 11.8s Factor 180 slower
bits)
Disadvantage: Complex operations
with very big numbers
Y Algorithms are very slow
* Encryption of 1 MB on a Pentium 2.8 GHz, using the FlexiProvider (Java)

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU -Darmstadt] 34 E
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private key

encryption
plaintext ciphertext plaintext

decryption

Symmetric or Asymmetric?E
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a)
b)

d)

Describe differences between symmetric and asymmetric cryptosystems.

Alice wants to send a messagem to Bob. Because the message is a secret,

Alice encrypts the message using RSA. Complete the flow chart below and
also show the necessary calculation steps for encryption and decryption.
Indicate which information are public or known only by Bob or Alice.

Consider a RSA cryptosystem. The following keys were made public: ‘G5,
£=21.

i.  Encrypt the message & =3 using RSA

ii. Determine p and q.

liil. Determine the private key d.

iv. Decrypt the cyphertext and check that the resultis & =3
v. What is the problem with the chosen keys?

Decrypt the message ¢ = 7 using RSA. The private key of the receiver is 'Q
Tande po

Why is it possible to break RSA with Post-Quantum Cryptography?

Exercise 4 (Asymmetric
Cryptosystems and RSA)

£
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business Cryptosystems and RSA)

a) Describe differences between symmetric and asymmetric
cryptosystems.

£
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business Cryptosystemsand RSA)

a) Describe differences between symmetric and
asymmetric cryptosystems.

Symmetric Asymmetric

Both encryption and decryption are  |Encryption with public key,

done with the same key. decryption with private key.

One key per communication pairis  [Does not require a secure

necessary. communication channel. Public key
can be freely distributed.

Efficient in terms of performance Less efficient

Keys have to be kept secret Only keep own private key secret

Secure agreement and transfer are  |Does not require agreement on a

necessary. shared key.

A centre for key distribution is A centre for key distribution is

possible but this party then knows all |possible and this party does not

secret keys! know the secret keys.

£
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business Cryptosystemsand RSA)

b) Alice wants to send a messagem to Bob. Because the
message Is a secret, Alice encrypts the message using
RSA. Complete the flow chart below and also show the
necessary calculation steps for encryption and

decryption. Indicate which information are public or
known only by Bob or Alice.

£
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A Alice hasa

messagen L wany {0 seng
Y0ua Messq
8 m

Exercise 4 (Asymmetric
Cryptosystemsand RSA)

g
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A Alice hasa
messagen

Alice Bob

I'wy
nt to

Exercise 4 (Asymmetric
Cryptosystemsand RSA)

A Bob choosegh

A Bob calculateg nzn

A Bob chooses public ke@that p
Q (n p)n p)and
CA®n pM p) p

A Computes a modular inverse d that:

p Q@ (n p)( p)and
Q@pl I ® pn p

.
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Alice Bob
A Alice hasa g
messagen A Bob choosegh
A Bob calculateg nzn
A Bob chooses public ke@that p
Q (n p@® p)and
CA®n pM p) p
A Computes a modular inverse d that:
. Q (n P pand
A Alice calculates p. e AN | ,
108 CACUAE Q®pi T & pn p

3
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Alice

A Alice hasa
messagen

A Alice calculates
w a | 1T A

Bob

Exercise 4 (Asymmetric
Cryptosystemsand RSA)

Bob choose§h
Bob calculateg 1z n
Bob chooses public ke@that p

Q 0 pHB p)and

CA®MN pn M) p

Computes a modular inverse d that:

p Q (n p p)and

Q&pl T®& A p

Bobcomputesr o [ 1 &
and can now read the message

g
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c) Consider a RSA cryptosystem. The
following keys were made public: Q v,
e QP
I.  Encrypt the message & ¢ using RSA
Il. Determine p and @.
li. Determine the private key d.

Iv. Decrypt the cyphertext and check that the
resultisa o

v. What is the problem with the chosen keys?

g
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c.i Encrypt the message &

keys were made public: Q 5,&¢ ¢ p

Solution: @ & mo &
W o mod p

W CTmo dp

® PG

Exercise 4 (Asymmetric
Cryptosystemsand RSA)

o using RSA. The following

<
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c.ll Determine p and g (Factorize n).

g
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business Factorization )

A Letnm beprimeandé¢ /1 Q Fer mat 8ds fl
represents N as a difference of 2 squares:

A= o (¢ «)(o ).

A First, we start with x = [{/&] and then increase x by

1until @ € is sguare (so that we can derive y) so
that = w ® holds.

A This method works because we can representn as a
difference of 2 squares:

ARn -A A -A o @ 6.
A You will find this explanation with more details in
Knospe2019, p. 178 f. @E
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business Cryptosystemsand RSA)

c.ii Determine p and q (Factorize ¢).

Alet ¢ 21:thenwefirstset @ +£.We
obtain w eeeandderive w € eee
Because 4 is square we know that w
eee. From above we know that n n
(W wW(wW ) sowereceive eee eeed

CEE.

£
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business Cryptosystemsand RSA)

c.ii Determine p and q (Factorize ¢).

Alet ¢ 21:then we first set ®
obtain w v andderive w ¢

VE. We

Because 4 is square we know that w
eee. From above we know that n n

(W (W w sowe receive ¢p
CEE.

ceeg

£
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business Cryptosystemsand RSA)

c.ii Determine p and q (Factorize ¢).

Alet ¢ 21:thenwefirstset @ +£.We
obtain @w v andderive w € .
Because 4 is square we know thatw C.
From above we knowthatn n o

w(w ) sowereceive ¢p eeefee

£
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business Cryptosystemsand RSA)

c.ii Determine p and q (Factorize ¢).

Alet ¢ 21;thenwefirstset @ +€.We
obtain w v andderive w ¢

Because 4 is square we know thatw C.
From above we knowthatn n o

w (W ) Sowereceive Cp X €.

£
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c.lil Determine d.

Exercise 4 (Asymmetric
Cryptosystemsand RSA)

£
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c.lil Determine d.

Solution:
BE) N p N p
%EE) P G

Q Qk pac @ec)andp Q %Be)
Quk pag Qc

Q uk pae Qc pco 1.0
’Q U 24 ©0 +1 O
p v pgV

13
25

£
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c.lv Decrypt the cyphertext and check that
theresultis a =3

£
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Exercise 4 (Asymmetric

Cryptosystemsand RSA)

c.lv Decrypt the cyphertext and check that
theresultis a =3

Solution: a
a PG

A CT Y
a o VvV

ol T A
21

i ol cR1

£
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24883 2:

2 1

HHNCJO‘
1O N~ O
0 O |00 00

B~ W

19 2
189

21 =

Simple Way

1 189

Only for small exponents SSE
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a pcl T AR
N2k 12 mod 21

0 GK

0 C k
D C Kk

oThl &Kkpuy

21

Excursus- Modular

exponentiation

2
42

3
63

4 5 6
84 105 126

D CEp Gk pwo W py I T A k9

0 GEp Kk wgp d | A

a prlpl Ap

A O

AP

£
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business Cryptosystemsand RSA)

c.v What is the problem with the chosen
keys?

Solution:

A Too short, a modulus with up to around
1000 bits can be factored (in 2019).

£
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business Cryptosystemsand RSA)

d) Decrypt the message ¢ = 2 using RSA. The private key
of the receiveris Q ocande puv

£
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business Cryptosystemsand RSA)

d) Decrypt the message ¢ = 2 using RSA. The private key
of the receiveris Q ocande puv

Solution: & @ mo @&
P ¢ mo gu

£
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e) Lete ¢cqs e
(Hint: ¢ ®w

Exercise 4 (Asymmetric
Cryptosystemsand RSA)

Fer mat 0s f act o9.i |z
(0w W w

£
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e) Lete ¢ se Fermat ds fact og.i
(Hnt: € ®w ®w W W w
Solution: ¢ W

VG ¢ p p HKX

Startwith w p v

W &€ W, putinthe numbers

C ¢ LC ¢ pT,thisis asquare. We receive

w ¢ (If we donot receive asquarewetry w p@...)

e (W W o (Pu v pxpo

(Only efficient if prime factorsareclosg 64E
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business Cryptosystemsand RSA)

f)  Why can PostQuantum Cryptography break RSA?

£
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business Cryptosystemsand RSA)

f)  Why can PostQuantum Cryptography break RSA?

Solution: RSA is based on the difficulty to solve a

factoring problem. oShor 6s factoring al

the Quantum Fourier Transform to solve factoring

problems i n polynomial ti1 me.

£
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AORSA [currently] con:
agalnst non qguantum
A Prime factors randomly chosen
A Prime factors more than 1000 bits longs

[Kn19, p. 182] 67E
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Thank you!
Questions: security@m-chair.de

£
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