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business Agenda

" Social Engineering

* Definition + Examples

* Tools
* Counteracting Training Strategies
* Serious Games

Dr. Sebastian Pape 3




el Social Engineering - Definitions

Google+ Search Images Maps Play YouTube Gmail Drive More ~

GO gle definition social engineering

All Images Videos News Shopping Maps Books

Any time social engineering

Past hour foun

Past 24 hours _ o _

Past week 1. the use of centralized planning in an attempt to_manage social change and regulate
the future development and behaviour of a society.

Past month . . . . . . e

Past 2. (in the context of information security) the use of deception to manipulate individuals

ast year into divulging confidential or personal information that may be used for fraudulent

purposes.

[Source: Google.com]
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el Social Engineering - Background

The clever

manipulation
of the natural human
tendency to trust!

Social
Engineering

[ g

Source: cybertec-security.com

Breach vectors leading to compromise:

Social engineering or Phishing

Source: PWC Information Security Breaches Survey 2017
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busin.elssl AbOUt yOU
@

% Who has already applied Social Engineering?

o
s Who has been attacked by Social Engineering?

@
\

Who had a training on Social Engineering?
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Historic Example (1925
Victor Lustig

LUSTIG GETS
20-YEAR TERM

SMOOTHEST CON MAN EVER BORN!'

of con men and counterfeit-
ers, yesterday was doomed to
join Al Capone and other de-
Juded underworld Napoleons
in the federal “tomb” on
Alcatraz Island.

Lustig will be exiled in the im-
ble fortress in tha Pacific
or-twenly years. He will serve five

“Count™ Victor Lustig, In ulu-r f{even + ing the $52000 counterfeit momey found
the iiile is bogus), is wn bein EFIIH- c¢ached In a subway locker al Times
tioned by Robert L. Godby (right), Square. Other agents deseribed Lustiz
agent in charge in New York, and Peler as the “slickest bunke man who ever
A. Rubano, Secrel Service Agenl, concern- lived.® Picture by Evening Journal

“Couni” Vietor Lostig
Geln fwenty years sentence.

years for his desperale escape from
the Federal House of Detention in

P I = 3 T e West St, and fifteen years for
SVEXNING PUBLIC LEDGER-PHILADELPHIA, wm:ﬁ"ﬁ&ﬁ:ﬂﬁ”ﬁ}.d o
— Coxe did not specify that |_mug

should go o aﬂf:m other Gov-
ernment officials said the king con
h:na. Iute had already been de-

Lustig took thé sentence calmly
llml lanced stonily at spectators
lled the courlroom to stand-

Strlsimi' leniency, Lustig's coun-
pel pointéd out that the “Count”
had generally victimized persons
whese own practices were sharp—
such ms “Chicago gangsters, Ar-

sheets,

world ‘lenders in New York -n.d.. H- was  recapiored. in  Fitis-
Beaton.™

25, snd reiurned Iurtl

L | burg Sept.

*#1 understarsd,” commented .lndnaio t LE nm‘lm He pleaded gmilty |

Coue. ‘tllnl. Iht law i no rc«wmlh the ml{e ami counterfeiting |
: [charges on Now,

Hn--ﬂm ‘arrested last May on A Sentenced with- Lt-ﬂz yesterday |
Mnud«tll-n: chargs and sent wl
the House of Detention in default| Willinm Watts of Union City, N. J.

on the counterfeiting charge \Iarll
{He will go to the Federal North: |

|-1 by aliding from a windew on Ii: {eastern Penitentiary at Lewisburg;
| third fleor on a rope of kootied 'I*.nnd for tén years, Walls and Lus- |

|tig were also fined 1,000 each. |

THE COUNT ESCAPES|

AL ONSEET RE

| International Crook Dregs 50|
| ‘Feet to Street in Sight of
Hundreds on West Side. |
'EUASTED HE WouLD. FLEE |
|Had 351,000 in m:mm.
Sills Whan Arrested—Faced |

Hpae B0 |

B
s-=--n.|n- fury for fwamty-seves yearn,
|escaprd from Eha Fufersl Duten.

thsn  Mlsadymariars @t A7 Wil
{Strvat bority baters 1 a%thoch yoo:
| tarday aftorsssa.
fe made hisn axit in ol view of

Ba e potion of Gww ool

lhlﬂ-s-r.-a-ev o- milery window Inla

| Eekblaataned Waal Khrreaih Street, |

i Gremwien Vidags.
The

Commat ad boan fn (be &

fomrth Blred med Broadwuy,
W & oy Uy b Ay ol
Blm, opuned 8 locher in the o
Sqmars mabway SSlE TRl Seh |
st L0001 evmtrafelt Smsh e
b engravad piatas Mroa
whith Chey were made. He wun ts
Bavs boom brsuight 16 Grial Liber:
o for pimaeeitn of (ke malen,
Bossted M Weald Faraps.

nold Rothstein, and other under

[Source: Undated newspaper reports (Courtesy of the US Secret Service) via http://numismatics.org/]
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MEIEN More Recent Example (2010)

@IN])EPEN])ENT News \Voices Culture Lifestyle Tech Sport US election

News » UK » Crime

The man who tried to sell the Ritz

When Anthony Lee offered buyers the hotel on the cheap, the deal looked to good to be true. It was &ndash; he didn't own
it

By Mark Hughes | Wednesday 28 July 2010

000 s

[Source: https://www.independent.co.uk/news/uk/crime/the-man-who-tried-to-sell-the-ritz-2036914.html]
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https://www.independent.co.uk/news/uk/crime/the-man-who-tried-to-sell-the-ritz-2036914.html

mt?ubsﬂﬁ;\s\s Fake Calls

#** Security Error Code 0x80070.. X

9 ﬁ ¥ (- windows-error-alert.infofinds:. html D. - Search

0x000000CE DRIVER UNLOADED WITHOUT CANCELLING PENDING OPERATIONS

WINDOWS HEALTH IS CRITICAL
DO NOT RESTART

PLEASE CONTACT MICROSOET TECHNICIANS

BSOD : Error 333 Registry Failure of

Operating System - Host :
BLUE SCREEN ERROR 0x000O0OOCE

Please contact Microsoft Technicians At Toll Free :

To Immediately Rectify issue to prevent Data Loss

Source: https://blog.malwarebytes.com

Dr. Sebastian Pape
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[0

More examples

From Prof. Dr. Kai Rannenberg <departmenthead31@gmail.com>yy
Subject Are you available?

To Me <sebastian.pape@m-chair.de>#

Hello,

| need a favour from you kindly email me back soon as possible.
Regards,

Prof. Dr. Kai Rannenberg

Chair of Mobile Business & Multilateral Security

Deutsche Telekom

o8 Sent from my iPad

From Robert Miller <robert.miller@education.teaching-research-group.com> ¥¥

Subject Contact request for faculty application
To Me <sebastian.pape@m-chair.de> ¥
Date Mon, 21 Jan 2019 18:33:22 +0100

Message ID <cc84e326e33df1619ee59bd88c23870a@teaching-research-group.com>

Mime-Version 1.0

Hello, my name is Robert Miller. I am a professor interested to apply to
your institution. Could you please provide me with an email address for
your human resources manager and academic affairs director (dean of
faculty)? Thank you very much in advance for your support. Kind regards

Robert Miller

Dr. Sebastian Pape
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mt?l?siﬁ?ss What happened here?

Hey | know you don’t know me, but many
years ago | used to have your number. I'm
tying to log in to an old account that is still
tied to XXXXXXXXXX but it's telling me

that it will send me a verification code. I'd
like to know if it'd be okay with you if |
request the code and if you can just text it
back to me? If not, that’s totally fine.

Thank you so much!!

| just requested it

You're a life saver. Thank you so

much and sorry for bothering

Dr. Sebastian Pape
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el Example: Vishing (Video)

3S K
SOCIALENE 1 HACKER

ol
L
4

[Source: https://www.youtube.com/watch?v=lc7scxvKQOo0
https://www.youtube.com/watch?v=F78UdORII-Q ]

Dr. Sebastian Pape 12



https://www.youtube.com/watch?v=lc7scxvKQOo
https://www.youtube.com/watch?v=F78UdORll-Q

mﬁ?si!ﬁ?ss Example: Cyberscams

INVESTMENT SCAMS

Common investment scams may include lucrative investment opportunities such as shares,
bonds, cryptocurrencies, rare metals, overseas land investments or alternative energy.

WHAT ARE THE SIGNS?

> You are promised quick ) The offer is only available

returns and assured that for limited time.
the investment is safe.

> You receive an
unsolicited call,
repeatedly.

> The offer is only
available to you and
you are asked not to
share it.

[Source: https://www.europol.europa.eu/sites/default/files/documents/uk.pdf]

Dr. Sebastian Pape
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Technical, non-technical

Mmeans

\

Social Engineering
Components

Social interaction to
manipulate

Disclosure of sensitive

information or other
damage

Dr. Sebastian Pape

14




mtg)ubsﬂﬁe\és Classifications

» Mass attacks, Phishing

- Attack large number of people
- Less sophisticated

- Less successful (per attack)

- More potential victims

» Targeted attacks, Spear Phishing
- Attacks on specified individuals
- More sophisticated
- More promising (per attack)
- Less victims

M - Can target a specific aim better

Dr. Sebastian Pape 15




mobIe cus Social Engineering Process

ploitation
-Exploitation

[Source: Milosevic. Introduction to Social Engineering, 2013.]
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mt?m?sigﬁ;\ss Why does it work?

|

INTERPOY

INTERPOL

4 WHY DO PEOPLE LET THEMSELVES GET TRICKED?

Social engineering techniques are becoming extremely sophisticated and messages often appear to be
very professional. The criminals know how to manipulate people and can be very convincing.

Criminals exploit a person’s trust or their willingness to help others, or simply use intimidation to
achieve their results.

Despite this, there are some simple steps you can take in order to protect your data.

[Source: www.interpol.int]

Dr. Sebastian Pape 17
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-

Social Engineering

Attack Scenarios

Popup window

Generates a pop up window stating
‘ some problem and requests your

| victims to reenter their credentials

. to continue with their work.

Why does it work?

e
dq

O

o=

L y

INTERPOY

NTERPO

MSELVES GET TRIA

ming extremely sophi:
how to manipulate pe(

rheir willingness to hg

pps you can take in ord

Dr. Sebastian Pape

\ et

Social Engineering
Principles

The Need and Greed
Principle

Their needs and desires make your
victime vulnerable. Find out what
your vietimg really want and use it
to exploit them.

2

ar to be

ation to

[Source: www.interpol.int]
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business Social Engineering Attacks

Gulati, R.: The threat of social engineering and your defense against it. SANS
Reading Room (2003)

Peltier, T.R.: Social engineering: Concepts and solutions. Information Systems
Security 15(5) (2006) 13-216

Krombholz, K., Hobel, H., Huber, M., Weippl, E.: Social engineering attacks on the
knowledge worker. In: Proceedings of the 6th International Conference on
Security of Information and Networks. SIN ’13, New York, NY, USA,
ACM (2013) 28-35

Chitrey, A., Singh, D., Singh, V.: A comprehensive study of social engineering based
attacks in india to develop a conceptual model. International Journal of
Information and Network Security (IJINS) 1(2) (2012) 45-53

Dr. Sebastian Pape

Phishing

Shoulder Surfing
Dumpster Diving
Reverse Social Engineering
Baiting

Direct approach
Tailgating

Support Staff

Voice of Authority

Mail attachment

Popup window
Third-Party Authorization

Impersonation
19
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Distraction Principle

Social Compliance Principle
Herd Principle

Dishonesty Principle
Deception Principle

Need and Greed Principle
Time Principle

Desire to be Helpful
Laziness

Fear of Getting Into Trouble
Tendency to Trust People
Curiosity

Guilt

Fear of the unknown

Fear of losing something
Diffusion of Responsibility
Ignorance / Carelessness

Dr. Sebastian Pape

Psychological Principles

Stajano, F., Wilson, P.: Understanding scam victims: Seven principles for systems
security. Commun. ACM 54(3) (March 2011) 70-75

Gulati, R.: The threat of social engineering and your defense against it. SANS
Reading Room (2003)

Peltier, T.R.: Social engineering: Concepts and solutions. Information Systems
Security 15(5) (2006) 13-216

20




mt?l'j’s‘%ﬁ;}s Pre-Suasion / Context

4

A REVOLUTIONARY
¥ 10 INFLUENGE
. “m PERSUADE

« List of “yes”-questions

« Story of vacuum cleaner sales
representative

Dr. Sebastian Pape [Source: Google.com] 3




mobIe cus Social Engineering Process

ploitation
-Exploitation

[Source: Milosevic. Introduction to Social Engineering, 2013.]

Dr. Sebastian Pape




mobile 2 Social Engineering Information

Communication Channels

2 [ Linked T e o

WhatsApp

Company Lingo

s, 9, A‘iﬁ

Dr. Sebastian Pape 23




mt?lﬁ’;%ﬁ;}s Information Needs

Phishing Impersonation

* Communication * Locations  Information about
channels (walking routes) a single person

* Company  Company * Company
knowledge knowledge knowledge

Dr. Sebastian Pape 24
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business Tool Survey: Method
* Input
- Google Search "social engineering and tool or application or script or
webpage”

- List by Hadnagy
- Consents of 3 researchers

* Analysis
- General Overview of Tool

 Mapping to Attack Types

— Output of tools’ information types

- Mapped information types to Attack types (Phishing, Baltlng,
Impersonation)

- Mapped Tools to Attack Types
C. Hadnagy. Social engineering: The art of human hacking. John Wiley & Sons, Indianapolis, 2010.

Dr. Sebastian Pape 25
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e Tool Applicability

Q“ /s 9

Purpose Price Usability Counter Measures
[ | l
[ | |
Input Parameters Output Visualisation Sorting & Ranking

Dr. Sebastian Pape 26
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Phishing

Attack Type
Impersonation

Baiting

Mapping of SE Characteristics to
Attack Types

Telephone Number

Friends

Personal Information
Private Locations

EMail

Instant Messenger
Co-Workers: Communication

KKK K KA

X
X
X

Company Knowledge |Communication

Co-Workers: New Employee
Co-Workers: Hierarchies
Lingo

Facilities: Security-Measures
Facilities: Company Location
Websites

Policies: Software

Policies: Network

Policies: Organization

Dr. Sebastian Pape

KO KK K
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Wielcome to Spokes

Track blogs, pics, videos. and music from any of your friends on these networks

:
[oise
[l
[ usiouna
[=I8

et

[ Fss wsars: Track
fencs i ang place. Sp
walh OPKL support

Cumanily neiping us ors irack 283880 acsounts

Leaniore  Sign up

Spokeo
Dr. Sebastian Pape

[recon-ngl [def

=]
File Edit

Social Engineering Tools

y
Targets | Map View

Twitter Username

Flickr UserlD

Searchfon, |Bucharesy

ScreenName ¢ Full Name.

wknvomania

Searchfor:

&

Softpediatester

Softpedia (000000X@0K)

Use the form below tosearch for

« Photo

bucharesthubly  Bucharest Hubb

UK Embassy Bucharest

Use the form below toseareh

[ search

Username ¢ Full Name ¢ Location ¢ Photo

Search for resl name.

Geolocate
| Target
L
Search Clear
W
ik users f necessary
I Clear

theharvester options

~d: Doaain to search or compony

se SHOOAN
aoogle 100 to 100, and pgp

SET

Cree.

theHarvester

The information gathering suite

rome

Py

,Ninkedin, google-profiles,people123, figson,all)

ns resolution and search for virtual hosts
File

h(ving goes from 50 to 5O resull

‘uery discovered hasts
Goesn't use this option)

500 -5 google

3
P tinkedin

theHarvester
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INTERNET ARCHIVE

Wagpaehmaening -

Explore more than 304 billion web pages saved over time

BROWSE HISTORY

am

o

g Subscription Service [ save Page Now

£} Tools

Wayback Machine Availak
Build your own tools.

Avchive-It enables you to capture, manage and  http:// SAVE PAGE
search collections of digital content without
any technical expertise or hosting faciltes.
Visit Archive-It to build and broy

collections.

ity API

Capture a web page as it appears now for use
WordPress Broken Link Checker as a trusted citation in the future.

Banish broken links from your blog.

404 Handler for Webmasters

Help users get where they were g

Way Machine

s (e.g. US,

inked [T}].

Dr. Sebastian Pape

wiBackGroundCheck

What's in Your
Background Check?
Your background check s required

for lterally everything in your ife
these d: m employers to rentals.

PERSON

Take control of yours

Protect Your Information with a Personal Background Check

Student

My Personal
Check Check

Dating Background
Check

Tenant
Check

Background Checks

know?

Search over 500 popular social networks
over 150 domain names, and the entire

7 USPTO Trademark Database to instantly
secure your brand on the internet

uChegklt,

T
©issow vimeo
Linked|, (Scribd & Foodspotting
INSEIEELT)  Cphotobudist BuzzFeep

OSEEE oo™ BTN

Mo B WRRor

@stumbletpon
Béhance 'NIVEIGURAL
& o swnter

[r——

., What is this?

nd Contact

People Search

Information on yourself or anyone else

Whitepages

Social Engineering: Webpages + X

Copture

s @

jen Go.

LN

978545000
03. 978819000
24342 103.990521000

brand, product,|
instantly on over 500 popular and emerging social
rab your nan

24344 104.002726000
eoedos.  Loarn mor 24345 104.010955000

KnowEm for the Enterprise rotocol: TCP
Header checksum: Ox:
Source: 192.168.1.5

[source Geor?:
(oestination ceorp

Em now offers an for
s and Agencies in every vertical

As Featured In

Eon®

The Washinaton Dost

Kn
Resll

(O 1 Frame (rame), 6 bytes

Anolye Sutitics Telephony Tools ntemsls Hel
XZaIqe

| Bpression.. Clear

Fragnent)

unknown]

Packet: 30284 Displayed: 11128 Marke |

2

3
+2FLEB Qe aB8%x &

MorkPacket(toggle)
Ignore Packet toggle)
Set Time Reference (toggle)
Time St

Editor Add Packet Comment..
Manualy Resohe Address

Apply s Fier

Colorize Convrstion

Follow TCP Stream
ol UDP Stresm
ssLsi

copy
Decode s

prin..
Show Packet i New Vindow

Prfie: Defutt

Seq=0 Ack=1 ¥
“Ack-1 win-6¢

-0 Ack=1 +

1 wines!
phpraction-d:
Seq=0 Ack=1 1

Wireshark
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mobile™  Social Engineering Attack Potential

20
Q
g
Q
= 5 |2
= g |o
2 |n < |8
= |12 |5 |3 |& |8
& 3 |9 (2 (O |&
o 15 |z 1o 5 |2 |8 |E |2 B
S 5 |5 |12 I2 |8 |8 |12 |5 |2
=T T - - = = s T T =B R
n =2 |2 |0 |0 |2 | |B |2 |B |&
Search by Person/ Company I8 +H+H+HF+HF+HF+T F+HFHF
Retrieve E-Mail Address o |[+H+Ho |o o |[+Ho |o |o |o
Retrieve Username/ Password o (o) +-+Ho O |o (o) O |O (o) (0]
Retrieve Job-Title o o [+Ho |o |o o |o |o |+-H
Retrieve Locations o) —+H o (o |o [+H+H
Retrieve Personal Data o o [o (o |[++Ho |[oO —++
Usability +H+H+H +H+H+H
Visualize Output sl s s el s e s
Retrieve Company Lingo O 0O O [O O O O |O |0 |O
Free to use T AT To [THFHTHTHo
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Tool Coverage of
Communication Channels

Q
k=
=
]
= 3
IVER Y z E =
>, E 18 o |2 |2 ° |8 |3
a e BT |2 |8 & |8 |5 |2 |
s |2 18 |[£ |2 |g |8 | |Z |5 |8 |w
E = |8 (£ |8 [2 |8 |& |8 [ |5 |[E
OB I 3= |z 2 0 | B B X
Telephone Number X X
EMail X X X X X
Instant Messenger be b e b be be
Friends X X X X X
Personal Information X X X X X X
Private Locations X X X

Dr. Sebastian Pape
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mobile N\ Tool Coverage of
busingss Company Data

S
=
=
Q
3 «®
Lle | 3R
S £ }—'Ig @) = - > —5 ®
2 lo B |z |2 [T L |8 |5 | |=
. o = 1) Q O @ O n
S E g I 1= E 18 I B |» |&2 |2
o — g .r— cﬁ Q Q Q N o=
OO K |3 =E |z |8 @ |E B B K
Company Locations X X X |x X bl
Company Lingo
Special Knowledge X |x X X
New Employees b X X
Hierarchies X X X
Websites X X X X
Facility Security Measures X X
Security Policies X X X
Software Policies X X X

Dr. Sebastian Pape 32
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Tools Mapped to Attacks

)
k=
=
Q
$ v}
E =) 4 a0 % i .MH
: o = ) Q O = Q © o )
CD o o 4 = g Q ~ aw > - Y
S =2 |8 |2 & |8 |8 |8 |& |& |2 |F
SIS R e |EEE K
Telephone Number P P
Friends P11 (PI (P [P, P,1
Personal Information P,I P,I (P,I P,I P,I P,I
Private Locations P,I P,I P.I
E-Mail P [P P P P
InstantMessenger P P P P P
Co-Workers: NewEmployee I I I
Co-Workers: Hierarchies I I I
Lingo
Facilities: Security-Measures B.I B.,I
Facilities: Company Location |B,I B,I B,I |B,I |B,I B,I
Websites P P P P

Dr. Sebastian Pape
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* Variety of tools exist
- Allow non-experts to gather information
- Company Lingo not covered

* None of the tools refers to
countermeasures

- Risk Assessment of available information
- Propose policies depending on outcome

 Outlook

- More tools
- More data
- Machine learning / Automated attacks

Dr. Sebastian Pape

SE-Tools Summary
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“Mm-hmm.”

Robocalls: Google-Assistant

Dr. Sebastian Pape

Source: https://lyoutu.be/7gh6_U7Nfjs?t=44
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mobile N\
busm_e_ss_

Dr. Sebastian Pape

Defenses

Training

Policies

- e.g. 4 eyes principle
Awareness Campaigns

Audits / Penetrations
Testing
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mobile™  Indications of Social Engineering

No contact information

Haste

Naming known persons

Intimidation

Small mistakes

 Asking for secrets or confidential information

Dr. Sebastian Pape
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moplle . Problems with traditional trainings

* Social engineering attacks are
difficult to predict:

* Based on human behaviour
* Awareness trainings are
* often forced

* have no lasting effect

* not specific

Dr. Sebastian Pape 38




mt?lﬁ’;%ﬁ;}s Security Policies

 The policy should ...

.. refer only to available standards
.. contain instructions and no vetos
.. be short, clear and consistent

.. be updated reqgularly
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Awareness Campaigns

“Awareness presentations are intended to allow
Individuals to recognize IT security concerns and respond
accordingly.” INIST Special Publication 800-16]

[Maria Bada, Angela M. Sasse, Jason R. C. Nurse: “Cyber Security
Awareness Campaigns: Why do they fail to change behaviour?”,
https://arxiv.org/abs/1901.02672]

Dr. Sebastian Pape

Important success factors:
1) professionally prepared and organised

2) invoking fear in people is not an effective
tactic

3) security education has to be more than
providing information to users — it needs
to be targeted, actionable, doable and
provide feedback

4) once people are willing to change, training
and continuous feedback is needed

5) emphasis is necessary on different
cultural contexts and characteristics when
creating cyber securityawareness
campaigns
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mobile Problems with
buSINgss Social Engineering Pentesting

» Lots of effort beforehand to
address legal issues

* |Involves the deception of
employees and a possible
violation of their privacy
rights

* Provides only a small

fraction of all attack
vectors.

« Humans can easily be
demotivated when
confronted with the results

G. Watson, A. Mason, and R. Ackroyd, Social Engineering Penetration Testing: Executing Social Engineering Pen Tests,
Assessments and Defense. Syngress, 2011.

T. Dimkov, A. van Cleeff, W. Pieters, and P. Hartel, “Two methodologies for physical penetration testing using social
engineering,” in Proceedings of the 26th Annual Computer Security Applications Conference, ser.
ACSAC '10. ACM, 2010, pp. 399-408.
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mt?lﬂjs'!ﬁ(?ss Security Awareness

A
- I\:‘\ .

Knowledge

What do | know?

Attitude Behaviour

How do | feel? What do | do?
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busin_e_ss_

Defense Mechanisms

(IT Security)

Dimension Defence Description
Mechanism
g Policy - Foundation of information
‘ Compliance security
A - System standards and user
N guidelines
S Attitude | Security - Familiarity with policy
Awareness |- |nformation about sensitive
Knowledge Program data
- Information about social
engineering
~ Audit - Test susceptibility to social
u engineering
- ldentify weaknesses
Behaviour y

Dr. Sebastian Pape
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mobile 3\ Defense Mechanisms
busingss (Social Psychology)

Dimension Defence Description
Mechanism
ﬁ Persuasion |- Strategies to persuade
| Knowledge |- Coping strategies
m Forewarning |- Warning about manipulation
- Black and white illustration
Attitude Attitude - Knowledge of corporate security
Bolstering policy
Knowledge - Strengthening existing knowledge
Reality - Demonstration of vulnerability
Check - Perception of risks
~ Inoculation |- Exposition to persuasion
- Same effects as medical inoculation
u Decision - Modification of decision making
Behaviour Making - Recurring exposition to persuasion

Dr. Sebastian Pape
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Mind the Gap

Dimension

IT Defence
Mechanism

Psychological Defense
Mechanism

A

2

Knowledge

a

Policy Compliance

Security Awareness

Forewarning

Program
Attitude Persuasion Knowledge
Attitude Bolstering
Reality Check
Audit ===

~

&

Behaviour

Inoculation

Decision Making

Dr. Sebastian Pape
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business Training Strategies Summary

T
* Defenses: | B
ini k:

- Training 3 ‘
- Policies 5 ?}

- Awareness N %l

Campaigns

* Defense based on traditional recommendations
* Dismissal of human / psychological element
* Inadequate representation of awareness dimensions

Dr. Sebastian Pape
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T einess ldea: A Serious Game

* Games can be fun
-> gets employees involved

* Games provide a realm
-> encourages emplovees to be creative

* Fictional situations are discussed in the
game
-> no one is to blame

* Games are intended to be engaging
and entertaining
-> which gets employees to play again
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é& PROTECT

This is the easiest diffuculty
level. It is guaranteed that for
a drawn Attack card the
corresponding Defense card
is always on the player's
hand. You have plenty of time
to finish the game and three
lives you can lose. You also
have one Joker card which
repels every Attack card.

Play Beginner 15 mins

Dr. Sebastian Pape

[ S =

This level is more advanced.
The corresponding Defense
card for a drawn Attack card
is not necessarily on the
player's hand anymore. Thus,
the game has to be played
proactively by using the
special action cards. You still
have three lives and one
Joker card.

Play Normal 15 mins

In this level, the
corresponding Defense card
for a drawn Attack card is
also not necessarily on the
player's hand. Compared to
the Normal level, you have
less special action cards for a
proactive game play.
Additionally, you have less
time and lives and no Joker
card anymore.

Play Expert 12 mins

This is the most difficult level.
It is similar to Expert but you
have less time and only one
life. Accordingly, you are not
allowed to repel any Attack
card incorrectly.

Play Nerd 9 mins
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PROTECT

Dr. Sebastian Pape

Tutorial

Defense

¥ Do not click on the Pop-Up
window.

¥ If possible, close the Pop-Up
window.

¥ Inform the CISO or the internal
IT about the Pop-Up window and
ask for its origin.

Defense

¥ Interrupt your work
immediately.

¥ Prevent the person from
looking on your screen.

¥ Do not process any
confidential information during
this period.

PROTECT

Social

Engenerring
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mtg)ubsi%ﬁe\\ss Try it yourself!

Play PROTECT:

https://hsd.social-engineering.academy/

Feedback / Study:

Takes ca. 15min

We used the game in industry for awareness raising and are interested if /
how useful the game is in higher education

If you play, please participate in the study

Survey is fully anonymous

https://m-chair.survey.uni-frankfurt.de/index.php/276597?lang=en

Dr. Sebastian Pape
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Tools

- Are not sophisticated yet
- Don’t cover defense so far

Defense Strategies
- Should be more aligned with results from psychology

- Serious Games / Gamification is in vogue

Measurement is still difficult
- Scientifically

- Management Perspective (KPI)
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mobile S\ Questions?
SUEIEE Work with me

Questions?

Open Topics for MA-Thesis:

* A Framework for the Risk-Assessment of Inference Attacks on Automotive
Data

* A Serious Game to Foster a Better Understanding of the GDPR

* A Serious Game to Detect Attacks in Log Files

* Maybe your own idea?
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DILBERT

Bossification

YOU HAD A GREAT IDEA
ABOUT UPGRADIMNG OUR

CUSTOMER SUPPORT
SOFTWARE.

DilbertCartoonist@gmail.com

REMEMBER
HAVING
THAT IDEA.

BY SCOTT ADAMS
i
el [ ey
DOES SOUND LIKE ;
SOMETHING I LjouLD | [5f| SHOULD BE NO FROBLEM
SUGGEST. i '

) F\
g
§
8
3

I'LL FUND MY IDEA

DUH. OBVIOUSLY
IT'S GENIUS.,

ILL NEED TO DELAY
MY OTHER PROJECTS,
BUT, AS YOU SAID,
THOSE ARE LOWER
PRIORITIES.

Dr. Sebastian Pape

HOW DID
YOU GET

FOR YOUR
IDEA? | BOSSIFY 1IT.

www.dm:erl.mm

1-12-14%

[Source: Scott Adams
https://dilbert.com/strip/2014-01-12]

53




