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Governance, Risk management and Compliance (GRC)

Govelnancg

Strategy
management

Business
processes

Control
activities

Source: softexpert.com
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Privacy vs. Security

* Collection of personal
information

Security

* Using and disclosing personal
information in authorised
manner

Confidentiality:
data being stored is
safe from unauthorised

access and use

Protection of

personal
information

* Data quality

* [ntegrity: data is reliable
and accurate

* Access to personal
information

= Availability: data is available for
use when it is needed

Source: davidfroud.com
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CIA vs. Information security?

CONFIDENTIALITY

INFORMATION
SECURITY 3

AVAILABILITY

Source: comtact.co.uk
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Cyber vs. Information vs. IT Security

Cyber Information

Security Security

Source: businessbeam.com
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From IT security to an Information security management system

Information

security
management

Processes and procedures S yste m

for putting information ‘
security into practice

Informatior

Organizational and technical

measures — not limited to IT securi 11 A PDCA cycle of implementing,
executing, monitoring, checking,
anagement maintaining and improving the

Technical security information security management

measures nformatio
security

Source: it-pillars.com
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Information Security Management System (ISMS)

Policies

(ybersecurity as a Differentiator (CaaD)

Governance (Leadership) Leadership Direction
Risk Owners Consistency in Taxonomy
Controls/Asset Managers Effective Documentation
Compliance Workflows
Repeatable “Proven Process” Consistency in Execution

Functional Role Specific

Objectives

Processes

Source: cyberintsolns.com
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ISO/IEC 27001:2013 is the internationally recognised management system
standard for information security.

Security Policy
Compliance @ Organization of Information
I\ - | O

InformationSe tyAspet Human Resources
of Bus c t ty i
aaaaaaa

Information Security
Incident Management

_3 PP' 27001

e uisition,
Development & Cryptography
Maintenance

@ Physical & Environmen

Security

Source: caveonix.com
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PDCA or Demin circle

I. Introduction Security Management

urce: glauxsoft.com
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Information Security Measurement

“If you can’t
measure it,
you can’t

manage it”

Peter Drucker
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Key Performance Indicator (KPI)

I Vo &G il

STRATEGY PERFORMANCE OPTIMIZATION SUCCESS

KEY PERFORMANCE INDICATOR

MEASUREMENT EVALUATION OBJECTIVE TEST

@ Q) ©

ource: adbox24.de
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II. Use case Information Security
Measurement

Return on Security Investment (RoSlI)
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busm_e.ss:

RoSI means that by looking at all costs (including those caused by damage from
an attack) it can be shown whether and when an investment in information
security measures leads to a return on investment or not.

Recovery Savings Tool costs Annual Loss
costs reduction of investment in Expenditure
annualy cost Recovery cosls sacurity tools by remaining
by attacks by investment damage
in security
R - S T ALE

Return on Security Investment
savings by security investment

RoSI = & - T
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Return on Security Investment (RoSlI)

Description of the abbreviations:

Recovery Costs - R (cost of probable damage)

These costs describe all expenses that are necessary to restore the original
condition after damage has occurred. They are included in the total costs of
business activities. The recovery costs depend on the actual occurrence of
damage, but must be estimated for the future on the basis of experience.

Savings - S (reduction of the cost of probable losses)

These are the costs saved by the introduction of cyber security mechanisms
(tools) because they are very likely to successfully prevent an attack. These
costs must also be estimated.

Tool Costs - T (costs for cyber security measures)
This is the total cost of ownership (TCO) of cyber security measures designed to
prevent potential attacks with a high probability.
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Return on Security Investment (RoSlI)

Description of the abbreviations (cont.):

Annual Loss Expenditure - ALE (remaining costs)
These are the remaining costs (damage) after an investment in cyber security
measures.

Return on Security Investment - RoSI (saved costs, achieved profit)
Savings in the recovery cost (damage) achieved by investing in cyber security
measures

Hint:
As long as T (Tools), the TCO of cyber security measures, are smaller than S
(Savings), the reduction of costs, RoSI is positive:

formula: R-(R-S+ T)=RoSI =S-T
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Return on Security Investment (RoSlI)

Sample calculation RoSI: Notebook losses

In this example, a calculation of the Return on Security Investment (RoSI) is to
be carried out based on the losses of notebooks and the investment in a
suitable cyber security measure that protects the data on the notebooks.

The first thing to discuss is how likely it is that a notebook will be lost or stolen,

and what resulting damage would occur:

1. What is the probability of losing a notebook?

o The various available studies on lost or stolen notebooks show that on
average 6% of notebooks are stolen or lost annually (probability of
occurrence).
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Return on Security Investment (RoSlI)

Sample calculation RoSI: Notebook losses (cont.)

2.

How high is the damage if the data stored on a notebook is misused by third
parties?

If the various studies (Computer Security Institute - Crime&Security Survey,
Security Issues and Trends, ...) on the damage caused by lost notebooks are
analysed, the result is that the average damage per stolen notebook is over
EUR 10,000.

This is only the damage caused by misuse of the data, the loss of hardware,
software and the recovery of a replacement device must be added to this
should be considered (EUR 2,000 to 3,000).

Cyber security measure to protect the information stored on a notebook are
stored

To estimate the cost necessary to adequately protect a notebook, it is
assumed that a hard disk encryption product is used.

The purchase of such a cyber security measure costs about EUR 110, which
is on average about 4% of the purchase price of a notebook.
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Return on Security Investment (RoSlI)

Calculation of the Return on Security Investment (RoSI)
As an example, a company is assumed where 500 employees own a notebook
on which valuable data worthy of protection is stored for work.

Assumptions:

O
O

Damage caused by the loss of stored data per stolen notebook = EUR 10,000
The number of notebooks stolen each year is assumed to be 6% = 30
notebooks (probability of occurrence).

One-time license costs: 500 * EUR 110 = EUR 55,000

For the further costs of installation, rollout and administration, EUR 10,000 is
assumed in the first year and EUR 5,000 in the following years.

30 notebooks * EUR 10,000 = EUR 300,000

Here only the damage caused by the misuse of the stored data.
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Return on Security Investment (RoSlI)

Return on Security Investment RoSI — Example calculation

Time span 1st year 2d year 3rd year 4t year 4 years
Initial costs

Implementation/
Rollout, Admin

Value of no losses
from sec breaches

ROSI 1st year
RoSI 2nd year
RoSI 31 year

RoSI 4t year
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Return on Security Investment (RoSlI)

Return on Security Investment RoSI — Example calculation

Time span 1st year 2d year 3rd year 4t year 4 years
Initial costs EUR 55,000 = = = EUR 55,000
Implementation/ EUR 10,000 EUR 5,000 EUR 5,000 EUR 5,000 EUR 25,000

Rollout, Admin

Value of no losses EUR 300,000 EUR 300,000 EUR 300,000 EUR 300,000 EUR 1,200,000
from sec breaches

RoSI 1st year EUR 235,000
RoSI 2nd year EUR 530,000
RoSI 3 year EUR 825,000

RoSI 4t year EUR 1,120,000 EUR 1,120,000
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Return on Security Investment (RoSlI)

Cyber security costs and the potential loss over four years

A
€

€600.000

€300.000

€ 65.000(T)

. . >

1 2

This shows that a ROI of EUR 235,000 can be achieved in the first year
alone. After four years the ROI is EUR 1,120,000.

The figure clearly shows that the investment T in hard disk encryption is

smaller than the prevented damage S that would occur through the misuse
of the stored data.

Source: Norbert Pohlmann — Cyber Sicherheit
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Return on Security Investment (RoSlI)

Other examples where a RoSI calculation can usually be easily performed are

Anti-malware solutions:

o In this area, most companies themselves have available figures on the costs
incurred by malware damage in recent years.

ID management, SingleSignOn (SSO) or authentication with biometric
procedures:

o Here the savings effect of helpdesk costs can be very well proven (EUR 100
to 200 per year per user).
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GAP analysis

Example

Actual situation
Conducting a GAP analysis for an SME. This SME develops and operates classic
websites, mobile offers and apps.

Determination of the need for protection of the information assets
Assignment of information values to IT systems

Risks derived therefrom

Risk mitigation measures

W=

25
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Determination of the need for protection (regular, advanced and high)
of the information assets

ement

GAP analysis

Confident | Integrity | Availability | Total
-iality

Customer/subscriber data  high high regular high

II
II
\Y

VI
VII
VIII
IX

26
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Management

GAP analysis

Determination of the need for protection (regular, advanced and high)

of the information assets

Confident | Integrity | Availability | Total
-iality

Customer/subscriber data high

I1 Extended customer data records high
(newsletter, B2B, income ...)

III Financial data for online business high

IV Source code regular

V Access data (to portals, web analysis high
systems, newsletter systems etc.)

VI Business data (*business results, advanced/
customer presentations, concepts ...) *high

VII  Technical concepts high

VIII Employee data (e.g. target high
agreements)

IX Web analysis data regular

high
high

high
regular

advanced

advanced/
*high

advanced

advanced

regular

regular high
regular high
regular high
regular regular

advanced high

regular/ advanced/
*regular *high
regular regular**
regular high
regular regular

**Qverruled by management

27
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III. Use case Information Security
Management

GAP analysis

Cat
|| caeson [V

No.

O o0 N o U»u A W N =

— =
= O

IT system I 1II
Newsletter tool X X
Deployment tool

PM tool

CMDB

SAP

File server

Desktops

Notebooks

Mail server

FTP server

Cloud

Imr 1Iv. v VI VII VII IX between

information
assets and
IT system

28
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EE = GAP analysis
Catego .

|| categoy [

No. IT system I II III IV V VI VII VII IX between

1 Newsletter tool  x X information

, Den)  tool assets and

eployment too X IT system

3 PM tool X

4 CMDB X

5 SAP X X

6 File server X X X X X X X X X

7 Desktops X X X X X X X X

8 Notebooks X X X X X X X X X

9 Mail server X X X X X X X X X

10 FTP server X X

11 Cloud X X X X X X X X X
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Risk assessment

Risk description | Risk Information | IT system Probability
category asset

R2
R3

Unauthorized use
of data (e.g.
shipping of
advertising without
opt-in)

III. Use case Information Security
Management

Legal risk,
reputational
risk

I, II

I7I
10, 11

/

high

GAP analysis

Entry as
good as
certain

30
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Risk assessment

III. Use case Information Security

Management

GAP analysis

Risk description | Risk Information | IT system Probability
category asset

Unauthorized use Legal risk,
of data (e.g. reputational
shipping of risk
advertising without

opt-in)

R2 Theft of customer  Legal risk,
data, company or reputational

business data, risk,
employee data business
process risk
R3 Manipulation of business
customer data, process risk
company or

business data,
employee data

I, II

I, II, 111, IV

I, II, III

1,6,7,8,
9,10, 11

1,6,7,8,
9,10, 11

1,6,7,8,
9 10, 11

high Entry as
good as
certain

high Entry as
good as
certain

high Entry as
good as
certain

31
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Risk mitigation measures

Measure Against | IT Priority | Implement
No. risk system/application -ation

Set up a central process for
employee approval and
access

M2
M3
M4
M5
M6

all

III. Use case Information Security

Management

GAP analysis

medium Q3 2020

32
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Risk mitigation measures

Measure Against Priority | Implemen
No. risk system [/application -tation

M2

M3

M4

M5

M6

Set up a central process
for employee approval
and access

Systematic withdrawal of
access rights after leaving
the company

Defined role and user
concept of the
applications

Awareness training
according to target group

Revise rights structure of
the file server

Develop specifications for
data exchange (customer
data)

R1, R2, R3

R1

R1, R2, R3

R1, R2, R3

R1, R2

all

Newsletter tool,
Deployment tool, PM
tool, CMDB

all

File server

Mail server, FTP
server, Cloud

III. Use case Information Security

Management

medium

high

medium

high
high

medium

GAP analysis

Q3 2020

Q3 2020

Q4 2020

Begin Q3
2020
Q3 2020

Q4 2020

33
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GAP analysis

Maturity of the Information Securtiy Management System

W Target Maturity @ Actua Maturity

+ A0 5Cope and objectives

+  A18 Camaliance &.1 Enks and responsibditas

b ALY Information security aspects of business
continuity managemant

+  AlE Information security incldent
managemant

+  A1%=upphar rektionshins

+ A4 System aoguisition, cevelopment and
maintananoe

+ A3 Communicatans seourity

+  &.12 dperations security A7 Hurman resaurcs security

+ A1 Physical and enwironrmental sscurity AE Asset management

+ A0 Cryatography + AL Access cantral

+ A3 Supervising, examining and improving

+  Addanagament of dacumerss and nates

Source: Hubert Burda Media
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O
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