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M= Digital Signatures

= Definition: A digital signature is a
construct that authenticates both origin
and contents of a message in @ manner
that is provable to a third party.

[Bishop 1978]
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Only the entity who creates a digital message
must be capable of generating a valid signature
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M= Digital Signatures

— | | accept
— A B reject
document .
sign + verify
document ,
signature

< Protect the authenticity and integrity of

documents signed by A
< B has to get an authentic copy of A" s public key.




mt?fs'%ﬁ?ss Security Properties

= Message Authentication (data origin
authentication): The sender of the
message is authentic.

= |ntegrity: Messages have not been
modified in transit.

= Non-repudiation: The sender of the
message cannot deny the creation of the
message.
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mobile N Asymmetric Signature System
business

= The holder of the = “Anyone” can
secret key (sender) encrypt a message
signs the message = Only the holder of

= “Anyone” can verify the secret key
that a signature is (receiver) can

valid decrypt a message




obile S\ Example PGP:

business Encrypt and Sign a Message
-I0/x]

- Datei Bearbeiten Ansicht Einfigen Format Extras Tabelle Fenster 2 Frage hier eingeben > X
PEeEER/GRY BB (v - QB0 =@
{{1 iNur Text vHCourier Mew v”lU vi F X u 2:
:[Endatitige Version enthalt Markups -]&nzeigenv B B -5 - | S s

$= =
+= iz

3 Q PO =
£ iserchn | Konten= | 0 <[ 2] ¢ & | % | B oo — Drag users from this list to the Recipients list l Y alidits l Size I -
el el e Yl | % | s Perenen.e ] Furiex z "7 andreas Albers <andreas.albers@m-lehrstuhl.de s @  2045/1024
EBan..  |lanMuntermam; "<Elvira Koch <Elvira.Koch@M-Lehrstuhl.de> &  3096/1024
‘B | ["=Afritsch S 1024 Lo
~ Betreff: |Klausur MC1 [ fritsch@dfki.uni-sb.de o 1024
=3 fritsch@Fsinfo.cs.uni-sb.de @ 1024
Hallo Jan. "< fritsch@pfsparco1.phil1S.uni-sb.de o 1024
My exercises for the “MC 2” test are enclosed: =3 fritsch@phil.uni-sb.de o 1024
B ithconsnaged B ifb cassnage it Bl dd [EHB.IKO Rossnagel <h§|kn.rossnagel@m-lehrstuhl.de:> Q 1024/1024
universitaet frankfurt direkt: +49-69-798-25309 % 7Kai Rannenberg <Kai.Rannenberg@m-lehrstuhl.de> @ 2048
graefstr. 78 fax: -25306 "< 1K ai Rannenhera <K ai Rannenheramm-lehratihl des LA 2N48i1N24 ;]
D-60054 frankfurt wyw.m—-lehrstuhl.de l i l l
_ Walidity Size
PGPtray - Enter Passp.._._ ilil ossnagel@m-lehrstuhl.de W) 2043/1024
EEFEEERELL ma@wiwi,uni-frankfurt.de > @ 1024

Signing key Heiko Rozznagel <heiko.rogznagel@m-lehrst... [D55/1 DE#j

Enter pazzphraze for above key: v Hide Typing oK | Cancel | Help




Example PGP:

mobile N\ Decrypt and Check a Message

business

Yon: Heil:a Ru:ussnagel An:  Jan Munkermann

Betreff: Klausur MC1 Cc:

Version: PGP 5.0 - not licensed for commercial use: wWwWw.pdp

hOCMAS/VPPIP3Sat AQP4+LogxvxF3k4G/ ThexpMLE43 6hiwBpaxPEpad9Rkiro
WHE=O07/ cFrJFOJpPEeINouyd 7pdsREF O+ I I ud yHp SEx MG IAmQCnGEEQSZ
BSTXKtUBBYJhanckElasTBRBPlquvDrAlYDpEleqHszpkBquyDSKCiR
AgdD IV lowhVEAZwoCADZLOWAA P EUEWNET6kROnS+o0af TEF+E01waTTOzZ2T
Llkh23ioolIoabrye/ uygpeQpTEHWTCEY 1A judlvi+GsegOlmEi T8qa8G1Y
KDP3GEanyDiDUARSF 1EFCwx PNNKEEREhHOQZ3 P hhDNDCEkxKS N3 nd 2V uuls
UouEMNASiACOedhgYNpwveCJIZ2JYxRMtuBCcSEUISLEOQDrvGLwnLtalblS+EwvgL1:
AfwO3NiGrUEQsSOHVxwiQdMcr SCO9KREYLuLdD 7?3/ 05WL s Adb AV MR T2 PYFOI]
i?TNitEf bR EFOgF 37/ be2Lechak8fxae IVNFnVO?E/ qpd0GgSWEVPZ e QLS
h2oTOSIWCRp/w5s90glalteixdlRAjQPHpVSF 32 e XEMnC o Z EvNIFMh e Kt o
w3IIRIPESCL/ HL I MwP AXUHyneh9Qr CX 1 ESgHORN e ITVERQYEGIREL3 2059

Mezzage waz enciypted to the following public keylz) :

Heiko Rozznagel <heikorossnagel@m-lehrztubl des [DH/2048)
L an Muntermann <muntermat@wing uni-frank furt. des [RSAMDZ24]

Enter pazsphrase for pour private key : ¥ Hide Typing

crlrhfEhtTSngngMZaLBHylFF"“”‘“‘t”*“““"j‘“"‘“"‘ SESS LSS e

k. | Cancel |

NiwtE+13kqMCEZs+PecAHDS 1uGz1
pEShuhKSefvulUgy+0a93 04 yad)
NincIivIgkZieZr lbh+pid4dRj=s0]
=hiC 09

heiko rossnagel
frankfurt direkt:
-25306 D-60054 frankfurt Hallo Jan.

Good Signature from Valid Kew
Heiko Ros=shagel <heilko.rosshnagel@®n—lehr=tuhl  de:

*% Signed: 26.02.2004 11:40:49
*#x Yerified: 26.02.2004 11:45:25
## BEGIN PGF DECEYFTED-VERIFIED MESSAGE %%

My exercises for the “MC1” test are enclosed:

*#% END PGP DECRYFTED-VERIFIED HESSAGE s

[~

LCopy to Cliphoard (B |
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oD as Public Key Algorithms

Algorithm Algorithm family

RSA Integer factorization

Digital Signature Discrete logarithm
Algorithm (DSA)

Elliptic Curve Digital Elliptic curves
Sighature Algorithm
(ECDSA)
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mobile S Asymmetric Signature Systems:
busingss Examples

= RSA: Rivest, Shamir, Adleman

= Asymmetric encryption system which
also can be used as a signature system
via “inverted use” ,

= Message encrypted with the private key
(= signing key) gives the sighature,

* Decoding with the public key (=testing
key) has to produce the message.

[Rivest et al. 1978]
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mobile S Asymmetric Signature Systems:
busingss Examples

= DSA: Digital Signature Algorithm

= Determined in the Digital Signature
Standard of the NIST (USA),

= Based on discrete logarithms (Schnorr,
ElGamal),

= Key length is set to 1024 bit.




mobile S Asymmetric Signature Systems:
busingss Examples

= ECDSA Elliptic Curve Digital Signature
Algorithm

= Shorter keys and shorter signatures, which
leads to better performance

= Standardized in the US by the American
National Standards Institute (ANSI) 1998.




Asymmetric Signhature System

mobile N _ -
business (Simplified Example RSA)
Sender / Signer Addressee / Verifier
[ Text 1 [ Text }
decrypt with t
encrypt with s ? '
[ Text }:[ Text }

Y check for equality

< Signing key s only with the sender, test key t public
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mobile X\ Asymmetric Signature System

business (Example RSA)
Sender / Signer Addressee / Verifier
e e |
“hash” “hash” decrypt with t
et | Chten ) (e )

check for equality

encrypt with s

< Signing key s only with the sender, test key t public
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mt?n?s'%ﬁ?ss Hash Functions

One way cryptography

EmiiEmy

Frirnys

Hash function 9

;
111

Plain text ‘ Ciphertext
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Data of arbitrary
length
. Message .

Hash function
N

[e883aa0b24c09f...]

Fixed length hash (digest)

éeneral hash functioa

o

(H(s))
Transformation of an
input string s into an

output string h of fixed
length which is called
hash value.
Example: mod 10 in the

decimal system /

19




mt?n?s'%ﬁc?ss Hash Functions

= Cryptographic hash functions

= Generally require further characteristics
- H(s) is easily to compute for each s.

- H(s) must be difficult to invert: In terms of figures it is
difficult to compute s from A.

- Virtual collision freedom: In terms of figures it is difficult to
create collisions H(s1) = H(s2).

o Examples: SHA-1, MD5, MD4

20




mobile X\ Asymmetric Signature System

business (Example RSA)
Sender / Signer Addressee / Verifier
e e |
“hash” “hash” decrypt with t
et | Chten ) (e )

check for equality

encrypt with s

< Signing key s only with the sender, test key t public
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mobile Directive 1999/93/EC

busin_e_ss_

* The European Community Directive on
electronic signatures refers to the
concept of an electronic signature as:

“data in electronic form which attached to,
or logically associated with other electronic
data and which serves as a method of
authentication”

[EC-Directive 1999]




M= Directive 1999/93/EC

= The advanced electronic signature
requirements:
= Uniquely linked to the signatory;
= Capable of identifying the signatory;

* Created using means that the signatory can maintain
under their sole control;

= Linked to the data to which it relates in such a
manner that any subsequent change in the data is
detectable.

[EC-Directive 1999]
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Directive 1999/93/EC

The qualified certificate

.. the identification of
the certification service
provider;

the name of the
signatory;

provision for a specific
attribute of the signatory
to be included if
relevant;

= signature-verification

data;

period of validity of the
certificate;

the identity code of the
certificate;

the advanced electronic
sighature of the issuing
CSP.
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mobile \ German Signature Law (SigG)
business

Objective and Area of Application

= (1) The purpose of this law is to create general
conditions for digital signatures under whi._F
they may be deemed secure and forgeries of
digital signatures or falsifications of signed data
may be reliably ascertained.

26




mobilex  SIgG Requirements as to Technical
busingss Components

Example: display of data (§ 17(2)) [SigGO1]

The signature component must:

= (Clearly notify the sigher that a signature is created
before the sighature is created

= Make clearly perceptible which data the signature
refers to

= Secure the accordance of displayed data and
sighed data ( “What you see is what you sign.” )

27




Hierarchical Certification of Public Keys

(Example: German Signature Law)

mobile N\
busm_e_ss_

Regulatory Authority Root-CA (Regulatory Authority)
confirms public keys of

the CAs
/ j\ Certification
y

Authorities (CA)

TeleSec, D-Trust,

/ J\‘ / l\ / l\ TC TrustCenter, ..

persons organizations °°°

The actual checking of the identity of the key owner takes place at
so called Registration Authorities
(e.g. notaries, bank branches, T-Points, ...)

Security of the infrastructure depends on the reliability of the CAs.
28




Content of a Key Certificate

mobile N\ (according to German Signature Law and Regulation)

busin_e_ss_

indication of ) serial number
the algorithms
used version: v3
serial number: 4711
sign alg: RSA/SHA-1
. . s issuer: all-sign-CA
period of validity \_ . alidity: 1.7.00 - 31.12.02 o
key owner, subject: German, Michel cert3f1catlon
possibly named by key: 0100110001110000... P':OV‘de" that
pseudonym pseudonym: ves issued the
certificate

signature test
key

limitation: no
qualified: no
attributes:
representative of the

lchancellor :
sighature

29




mobile S\ Tasks of a Certification Authority
busm_e_ss_ (according to German Signature Law and Regulation)

= Reliable identification of persons who apply for a
certificate

= Information on necessary methods for fraud resistant
creation of a signature

= Provision for secure storage of the private key
= At least Smartcard (protected with PIN)

= Publication of the certificate (if wanted)
= Barring of certificates

= If necessary emission of time stamps

= For a fraud resistant proof that an electronic document has been
at hand at a specific time

30
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Requirements to an Accredited CA

(according to German Signature Law and related Regulation)

= Checking of the following items by certain
confirmation centers (BSI, TUVIT, ...)

Concept of operational security

Reliability of the executives and of the employees as well
as of their know-how

Financial power for continuous operation

Exclusive usage of licensed technical components
according to SigG and SigV

Security requirements as to operating premises and their
access controls

= Possibly license of the regulation authority

31
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M= European Initiatives

= In Germany:
=  “Gesundheitskarte

= “Jobcard “
= “Digitaler Personalausweis “
= In Austria:

=  “Blrgerkarte “
= Al Signature
In Belgium:
= Belgium elID Card (BELPIC)
In Finland:
= Universal eID Card
= Mobile Signatures
= In Denmark:
= OCES ( “Offentlige Certifikater til Elektronisk Service “)

And 12 other European countries. [www.eurosmart.com]

33




M= European Initiatives

= All initiatives focus on high penetration rate of
sighature capable smart cards within the
complete population.

= But high penetration rate of smart cards does
not necessarily lead to adoption of electronic
signatures

= E.g.,, German “Geldkarte”

= Specific targeting of early adopters might be
more successful.

[Fritsch and RoBnagel 2005]
34




M= Signature Market

= | egal and technical framework exists for years.

= So far qualified electronic signatures are not
successful in the market.

= Circa 0.4 million qualified certificates in total
have been issued in Germany from 2001 to 2010
[Sommer 2011].

& Expectations have not been fulfilled.
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mobile S\ Use Case Scenario — Vehicular Ad
business Hoc Networks (VANETS)

= “A VANET consists of vehicles and roadside base
stations that exchange primarily safety messages to give
drivers the time to react to life-endangering events”

Vehicle-to-Vehicle
communication

37
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Insurance
Services

e Vehicle
Manufacturers

VANETSs" Applications

Commercial
Location
Based Services

Operators
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M= Security in VANETSs (I)

= Despite the wide number of potential
applications, VANETSs also raise a broad
range of critical security challenges.

authentication,
Integrity,
confidentiality,
authorization and,
non-repudiation

R SRR S
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M= Security in VANETs (II)

VANETs’ PKI (VPKI) relying on a large set of regional Certification
Authorities (CAs)

Security IEEE 1609.2 elliptic curves digital signature (ECDSA)

40




mt?m?sqﬁ?ss Interoperability

PKI interoperability among vehicles
from different domains

EU, EU,

Infrastructure Infrastructure
FTTTTTTT T I
| |
| |
| |

(t4)) ()]
- o ;“i‘il
C.ill CAE
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